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Independent Service Auditors’ Assurance Report

To: Management of Aibidia Oy

Scope

We have been engaged to report on Aibidia Oy’s (hereinafter “the Service Organization” or “Aibidia”)
accompanying description of its system titled “Management of Aibidia’s Description of its TXM
Platform” throughout the period July 18, 2025 to June 30", 2026 (the Description), based on the
criteria for a description of a service organization’s system in DC section 200, 2018 Description
Criteria for a Description of a Service Organization’s System in a SOC 2° Report, in AICPA
Description Criteria (the Description Criteria), and the suitability of the design and operating
effectiveness of controls stated in the Description throughout the period July 1%, 2025 to June 30™,
2026 to provide reasonable assurance that Aibidia’s service commitments and system requirements
were achieved based on the trust services criteria relevant to security (applicable trust services
criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy, in AICPA Trust Services Criteria.

Aibidia uses Microsoft Azure to host the cloud environment on which Aibidia’s TXM Platform is based
and Data Group to manage Aibidia devices. The Description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary,
along with controls at Aibidia, to achieve Aibidia’s service commitments and system requirements
based on the applicable trust services criteria. The Description presents Aibidia’s controls, the
applicable trust services criteria, and the types of complementary subservice organization controls
assumed in the design of Aibidia’s controls. The Description does not disclose the actual controls at
the subservice organizations. Our engagement did not include the services provided by the
subservice organizations, and we have not evaluated the suitability of the design or operating
effectiveness of such complementary subservice organization controls.

The Description indicates that complementary user entity controls that are suitably designed and
operating effectively are necessary, along with controls at Aibidia, to achieve Aibidia’'s service
commitments and system requirements based on the applicable trust services criteria. The
Description presents Aibidia’s controls, the applicable trust services criteria, and the complementary
user entity controls assumed in the design of Aibidia’s controls. Our engagement did not include
such complementary user entity controls, and we have not evaluated the suitability of the design or
operating effectiveness of such complementary user entity controls.

Service Organization’s Responsibilities

Aibidia is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance
that Aibidia’s service commitments and system requirements were achieved. Management of Aibidia
has provided the accompanying statement titled “Management of Aibidia’s Statement” (the
Management Statement) about the Description and the suitability of design and operating
effectiveness of controls stated therein. Aibidia is also responsible for preparing the Description and
Statement, including the completeness, accuracy, and method of presentation of the Description and
Statement; providing the services covered by the Description; selecting the applicable trust services
criteria and stating the related controls in the Description; and identifying the risks that threaten the
achievement of Aibidia’s service commitments and system requirements.

Our Independence and Quality Management

We are independent of the company in accordance with the ethical requirements that are applicable
in Finland and are relevant to our engagement, and we have fulfilled our other ethical responsibilities
in accordance with these requirements.

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 4
Limited, a private English company limited by guarantee. All rights reserved.



Docusign Envelope ID: 31DA493E-2278-82FE-83A8-24C0231FB124

KPMG!

The firm applies International Standard on Quality Management 1, Quality Management for Firms
that Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services
Engagements, which requires the firm to design, implement and operate a system of quality
management including documented policies or procedures regarding compliance with ethical
requirements, professional standards and applicable legal and regulatory requirements.

Service Auditors’ Responsibilities

Our responsibility is to express an opinion on the Description and on the suitability of the design and
operating effectiveness of the controls stated in the Description based on the evidence we have
obtained in our engagement.

Our engagement was conducted in accordance with International Standard on Assurance
Engagements 3000 (Revised), Assurance Engagements Other than Audits or Reviews of Historical
Financial Information, issued by the International Auditing and Assurance Standards Board. That
standard requires that we plan and perform our engagement to obtain reasonable assurance about
whether, in all material respects, the Description is presented in accordance with the Description
Criteria and the controls stated therein were suitably designed and operated effectively to provide
reasonable assurance that the service organization’s service commitments and system
requirements were achieved based on the applicable trust services criteria. We believe that the
evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

A reasonable assurance engagement to report on the description of a service organization’s system
and the suitability of the design and operating effectiveness of controls involves the following:

e obtaining an understanding of the system and the service organization’s service commitments
and system requirements;

e assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively;

e performing procedures to obtain evidence about whether the description is presented in
accordance with the description criteria;

¢ performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization would achieve
its service commitments and system requirements based on the applicable trust services criteria
if those controls operated effectively;

e testing the operating effectiveness of controls stated in the description to provide reasonable
assurance that the service organization achieved its service commitments and system
requirements based on the applicable trust services criteria;

e evaluating the overall presentation of the description; and
e performing such other procedures as we considered necessary in the circumstances.
Inherent Limitations

The Description is prepared to meet the common needs of a broad range of report users and may
not, therefore, include every aspect of the system that each individual report user may consider
important to meet their informational needs.

There are inherent limitations in the effectiveness of any system of internal control, including the
possibility of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable
assurance that the service organization’s service commitments and system requirements are
achieved based on the applicable trust services criteria. Also, the projection to the future of any
conclusions about the suitability of the design and operating effectiveness of controls is subject to
the risk that controls may become inadequate because of changes in conditions or that the degree
of compliance with the policies or procedures may deteriorate.
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Description of Tests of Controls

The specific controls tested and the nature, timing, and results of those tests are listed in Section IV.

Opinion

In our opinion, in all material respects,

a.

the Description presents Aibidia’s TXM Platform that was designed and implemented throughout
the period July 1%t, 2025 to June 30", 2026 in accordance with the Description Criteria

the controls stated in the Description were suitably designed throughout the period July 1%, 2025
to June 30" 2026 to provide reasonable assurance that Aibidia’s service commitments and
system requirements would be achieved based on the applicable trust services criteria if the
controls operated effectively throughout that period, and the subservice organizations and user
entities applied the complementary controls assumed in the design of Aibidia’s controls
throughout the period July 1%, 2025 to June 30%", 2026

the controls stated in the Description operated effectively throughout the period July 1%, 2025 to
June 30", 2026 to provide reasonable assurance that Aibidia’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary
subservice organization controls and complementary user entity controls, assumed in the design
of Aibidia’s controls, operated effectively throughout the period July 1%t, 2025 to June 30", 2026.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 1V, is intended
solely for the information and use of Aibidia and user entities of Aibidia’s TXM Platform during some
or all of the period July 1%, 2025 to June 30", 2026, who have sufficient knowledge and
understanding of the following:

the nature of the service provided by the service organization;

how the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties;

internal control and its limitations;

complementary user entity controls and complementary subservice organization controls and
how those controls interact with the controls at the service organization to achieve the service
organization’s service commitments and system requirements;

user entity responsibilities and how they may affect the user entity’s ability to effectively use the
service organization’s services;

the applicable trust services criteria; and

the risks that may threaten the achievement of the service organization’s service commitments
and system requirements and how controls address those risks.

This report is not intended to be and should not be used by anyone other than these specified parties.

Helsinki, July 10t 2026
KPMG Oy Ab

DocuSigned by: DocuSigned by:

r/ﬂ/"' Mika. livani

BROEZEOZESESLSO-

A7 7 B0 OS5 425

Jussi Paski Mika livari
Partner Partner
Authorized Public Accountant Head of Cyber Advisor
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Management of Aibidia’s Statement

We have prepared the accompanying description in Section Il of Aibidia’s system titled
“Management of Aibidia’s Description of its TXM Platform” throughout the period July 1%t, 2025 to
June 30™, 2026 (the Description), based on the criteria for a description of a service organization’s
system in DC section 200, 2018 Description Criteria for a Description of a Service Organization’s
System in a SOC 2® Report, (the Description Criteria). The Description is intended to provide report
users with information about the TXM Platform system that may be useful when assessing the risks
arising from interactions with Aibidia’s system, particularly information about system controls that
Aibidia has designed, implemented, and operated to provide reasonable assurance that its service
commitments and system requirements were achieved based on the trust services criteria relevant
to security (applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy.

Aibidia uses carved-out subservice organizations, including Microsoft Azure to host the cloud
environment on which Aibidia’s TXM Platform is based and Data Group to manage Aibidia devices.
The Description indicates that complementary subservice organization controls that are suitably
designed and operating effectively are necessary, along with controls at Aibidia, to achieve Aibidia’s
service commitments and system requirements based on the applicable trust services criteria. The
Description presents Aibidia’s controls, the applicable trust services criteria, and the types of
complementary subservice organization controls assumed in the design of Aibidia’s controls. The
Description does not disclose the actual controls at the subservice organizations.

The Description indicates that complementary user entity controls that are suitably designed and
operating effectively are necessary, along with controls at Aibidia, to achieve Aibidia’s service
commitments and system requirements based on the applicable trust services criteria. The
Description presents Aibidia’s controls, the applicable trust services criteria, and the complementary
user entity controls assumed in the design of Aibidia’s controls.

We confirm, to the best of our knowledge and belief, that:

a) The Description presents Aibidia’s TXM Platform that was designed and implemented
throughout the period July 1%t, 2025 to June 30™, 2026, in accordance with the Description
Criteria.

b) The controls stated in the Description were suitably designed throughout the period July 1%,
2025 to June 30™, 2026 to provide reasonable assurance that Aibidia’s service commitments
and system requirements would be achieved based on the applicable trust services criteria,
if its controls operated effectively throughout that period, and carved-out subservice
organization(s) and user entities applied the complementary controls assumed in the design
of Aibidia’s controls throughout the period July 1, 2025 to June 30", 2026.

c) The controls stated in the Description operated effectively throughout the period July 1%, 2025
to June 30™, 2026 to provide reasonable assurance that Aibidia’s service commitments and
system requirements were achieved based on the applicable trust services criteria if
complementary subservice organization controls and complementary user entity controls,
assumed in the design of Aibidia’s controls, operated effectively throughout the period July
1st, 2025 to June 30'", 2026.

Helsinki, July 10" 2026
Aibidia Oy

Signed by:

Ryan Collett
COO
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Management of Aibidia’s Description of its TXM Platform

3.1 Overview of Operations

3.1.1 OVERVIEW OF THE ORGANIZATION

Aibidia, headquartered in Helsinki, is a global organization specialized in digital transfer

pricing management and has a multinational team of tax lawyers, economists, data scientists

and software developers. 7 years ago, Aibidia created the methodology to transform
international tax law into code. That resulted in the Digital Transfer Pricing Taxonomy 1.0 and
the ability to run crossfunctional TP processes on data and intelligence.

3.1.2 SYSTEM OVERVIEW

Aibidia offers cloud and data era transfer pricing solution for organizations to move towards

continuous compliance and intuitive analytics within transfer pricing management.

Aibidia TXM Platform is built on Microsoft Azure, and consists of the following Customer

facing applications:

- TPD, Transfer Pricing Documentation
- CBC, Country by Country reporting

- VCA, Value Chain Analytics
- DS, Data Studio

- OTP, Operational Transfer Pricinn

- TPAurora, Al assistant
- TP Al integrated Al platform

Aibidia SaaS Production: H1/2026

TP Doc
Compliance reporting LF/MF
automation

Four tier model enhancements
Data Workflow analytics
instructions
Risk Analytics
Audit Trail Analytics
Cross-validation Analytics
Customer Feature Request

User Management & bf o

Collaboration
Features

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International

Operational Transfer
Pricing CbC
g = Country by country reporting

Ségmented P&L

Price Setting  With CbC peer data
Group Cost Allocation analytics

VCA

Value chain analytics

TP AI -
Al platform Role based access control: TP Aurora
* Applications TP Al assistant
™ e Functionalities within
applications A

Data limitations

Limited, a private English company limited by guarantee. All rights reserved.
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Description of Services Provided

Aibidia offers cloud and data era transfer pricing solution for organizations to move towards
continuous compliance and intuitive analytics. The Platform is built according to
international standards and high-level architecture corresponds to the EU interoperability
framework and OECD best practices.

System Boundaries

The Aibidia TXM platform has been built with an emphasis on security and is based on the
highest international standards. The TXM Platform is built in the Microsoft Azure cloud
platform, as the platform and its components have been audited and are being security
tested continuously.

High-Level Solution Security Architecture

+ Aibidia cloud platform is the
safest way to handle your [ |
transfer pricing analytics and ' I |
documentation compliance
needs. Aibidia platform is based
on highest international security
standards

* Platform and its components
have been audited and 0
penetration tests are running as rons
continuous process

In the TXM Platform, the responsibilities between Aibidia and Microsoft has been clearly
defined. While Aibidia controls and maintains source code, Azure configuration and cloud
automation, Microsoft controls and maintains all the underlying cloud infrastructure like SQL
Paa$S, Blob storage and other PaaS resources.

Aibidia has identified the key information assets in their own control within the TXM Platform
and actively manages risks related to those assets.

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 1 1
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SaaS Responsibilities: Aibidia & Microsoft

o Narrranta )
Aibidia Source . . Cloud
- Configuratio .
Responsibility code n automation
" Microsoft : : | | PaaS
o oere '\, Azure
Responsibility SQL Paa$S Blob storage resource X
. Asset Category = Sub Category = Asset *  Asset ipti
Information s e o T
ASS e-ts Saas Albidia Software Aibidia Software Aibidia product development

a8 Aibidia Seftware Services on 1aas Services such as Pyramid Analytics, Doxd2, etc

*_Threat = T Risk Type " Risk Owner =
Malicous Outsicer Ineacur urderying cioud plastarm that is cutsda Al contral Caréenbalty  Engineening
Cashow Unable ta pay for claud esources due 1o cashion Awmlatiity Oparatons

Carkgentalty  Enginesring

Cordantalty  Enginearing "

Gondentialty  Enginesring

Condgentalty  Enginesring 3

Human Error
Hurman Error
Human Ermor

Process Eror

Infrastructure and Software

Aibidia operates a modern and scalable cloud-native data management platform hosted in
Microsoft Azure.

A modern backend for frontend pattern is used where a dedicated backend service exists for
each of the core applications. Frontend uses Vue.js framework and services with APls are
developed in widely adopted and the latest supported versions of Microsoft technologies
(mainly the .NET)

Aibidia favours Azure PaaS and managed service offerings to reduce operational overheads.
PaaS offerings also provide high levels of scalability and service resilience out of the box.

These services are hosted using Microsoft Azure’s managed App Service offering. Where
appropriate, asynchronous functions are used for long-running background tasks such as
document generation. Asynchronous processing is performed on demand using cost-
effective Azure Functions.

Microsoft Azure a.o. holds the following relevant certifications within Security & Compliance:

e [S027001,1S027017,1S027701,SOC 1, SOC 2, SOC 3, PCIDSS 3.2, 15022301,
ISO9001, Azure CIS
People

e OQOperations

e Sales

e Marketing

e Subject matter experts
e Customersuccess

e Product

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 1 2
Limited, a private English company limited by guarantee. All rights reserved.



Docusign Envelope ID: 31DA493E-2278-82FE-83A8-24C0231FB124

Aibidia

Engineering

Procedures

The Aibidia information security management process framework includes the following key

activities:

Data

Change Management

Event Management

High Availability Activities
Continuous Security Testing
Information Security Incident Response
Access Control

Risk Management

Security Patching
Vulnerability Scanning
Intrusion Detection Analysis
Resource Cleanup

Aibidia has defined information classification scheme and identified types of information that

are processed within Aibidia business operations.
Aibidia has the following information classification scheme:

Public

Information that is not confidential and is intended for public use

Examples: Marketing materials, Materials on public website

Internal

Information that is required in everyday work tasks and is intended for Aibidia

personnel

Valid work contract and NDA is required to access internal information

Examples: Slack-messages in non-private channels, Wiki-pages

Company Confidential

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
Limited, a private English company limited by guarantee. All rights reserved.

Information collected and processed by Aibidia for conducting business activities, e.g.

information on employees and salaries, customer contracts and invoicing as well as

company financing.

Access is restricted to only named personnel. Confidentiality, integrity and availability

of company confidential information are important for conducting business activities

without interruptions

Examples: Client contracts and proposals, source code, business plans, passwords
for critical IT systems, client contact records, accounts etc.
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Aibidia
Customer Confidential

e Customer owned data in Aibidia’s possession. Customer confidential information can
be accessed only if requested by customer for support purposes. Confidentiality,
integrity and availability of customer confidential information are vital for ensuring
customer trust and for complying with contract requirements

e Examples: Customer data stored in Aibidia SaaS solution

Aibidia has defined the information types they are processing, and each information type is
classified according to the information classification scheme. “Employment related
information” information type is classified as Employee confidential; “Client data” and
“Client contact records” are classified as Client confidential, “Contracts, business plans and
financial data” as well as “Secure code” are classified as Confidential; and “Passwords for
critical IT systems” are classified as Secret. The information types are applied within, for
example, access provisioning processes.

3.2 Relevant aspects of the internal control environment

3.2.1 CONTROL ENVIRONMENT

Internal control environment at Aibidia consists of the Information Security Management
System (ISMS) that is a continuous process of planning, prioritizing and guiding the
information security work. In addition, Aibidia is audited — by external auditors — several times
each year, both on an ISMS level as well as on the technical platform. Further, the Information
Security is built into the DevOps practices, by embedding automatic vulnerability scanners,
infrastructure hardening guidelines and regular information security training throughout the
organization.

Aibidia Information Security Management
System (ISMS)

50@“‘”"“” ’af_?% Information Security Management System
H Isom + Developed according to ISO27001:2022
& - « Continuous process
27001:2022 * Quarterly security management team meetings
« Benchmarks: Microsoft Azure Security Benchmark
Iso . Darlticipattiontfrom organization branches
g * Main conten
27002 @ OWASP, + Incident reporting, Document reviews, process updates
e x
e ) Annual External Audits
= « Conducted by Third party information security experts
3rd par‘ty «  Audit methodology is based on Guide and standard,
. Severity is analyzed with methodology
audits

« Covers Aibidia technical platform

SecOps: Information Security Built into DevOps practices

& Dev%ops 9' * Automatic vulnerability scanners
v “m « Infrastructure hardened according to Center for Internet Security (CIS) guidelines
* Regular information security trainings in the company
SecOps

The ISMS is built according to ISO27001:2022 and the processes are evaluated according to
ISO 27002.

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 1 4
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Aibidia

Process evaluation according to [SO27002

Information Security
Management System

+ Developed according to
1SO27001:2022

+ Process evaluation according to
1SO27002

27001:2022 27002

0. Introduction

1. Scope

2. Normative
references

3. Terms and
conditions

4. Structure of
this standard

5. Information
security policies

8. Asset
management

11. Physical and
environmental
security

14. Systems
acquisition,
development and
maintenance

6. Organization
of information

9. Access control

12. Operations
security

15. Supplier
relationships

security 16. Incident
Management
17. Business
13, Continuity
7. Human N
. 10. Cryptography Communications
resource security Security

18. Compliance

The Executive team have not only bought-in to the Information Security work, they get
involved and make certain the yearly cycle activities are being performed.

Executive Team

Meets periodically and makes sure yearly cycle activities are being performed

P

Evgenii Kazmiruk

* Overall ISMS
responsibility

« User Access
Management

* Risk
management
process

Ryan Collett

* Approves
policies

» User Access
Management

Hannu-Tapani Antonius Rittberg Brian Tully
Leppéanen
» Approves risks * Product teams « Sales & business
* Legislation management development
changes * Defining » Marketing
priorities » Customer
Success

On behalf of the Executive team an Information Security Management team has been
appointed, the Information Security Management team also ensures that yearly cycle

activities are being carried out, although on a more granular level.
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Information Security Management Team

Meets periodically and makes sure yearly cycle activities are being performed

/4

Evgenii Kazmiruk Ryan Collett Piia Heliste Kim Jamia Sarah Wasif

» User Access » Approves » Sales & business Infrastructure * HR processes
Management policies development technical and policy

* Infosec forums » User Access representative security communication
and special Management » User Access
interest groups Management

Security Operations Control Team

Eetu Ruponen

Vulnerability Scan Reports

Automatic Compliance Report (Azure)
Azure Defender for Cloud reports
Saa$S performance reports

Technical Development Roadmap

To
provide input for the continuous improvement of the ISMS, an Internal Independent Audit
Program has been established. Here, internal audits are being carried out based on the
Aibidia risk management methodology and according to the ISMS roadmap and security
objectives. The Information Security Management team ensures the auditors selected are
independent and competent for the audit scope.
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Internal (Independent) Audit Program

+ Internal / independent audits are conducted based on risk = == = B
management methodology and according to ISMS I
roadmap and security objectives
+  Competence of the auditors is evaluated by ISMS
management team
« Auditors are selected so that they are independent and
objective from Aibidia ISMS management team

The audit criteria is selected based on the scope, it can contain but is not limited to the relevant
standards, legislation, documentation or contractual obligations.

The auditing method is selected based on the scope, it can include but is not limited to the review of
documentation, review of records, review of information systems or interviews with employees.

The internal audit must take into consideration the following:

The audit target defined in the audit plan -

Importance of the processes concerned

Results of the previous audits "

The internal auditor(s) should have unrestricted access to information assets that are being audited for proper conduct of g =
the audit. To avoid conflict of interest, auditor(s) are not allowed to audit their own work.

* Results of the independent audits are reported to ISMS
management team. The results are used for continuous =
improvement of the ISMS. E
-

A

On aregular basis Aibidia receives requests — from customer prospects —to audit the
information security posture in Aibidia. These requests typically come with a questionnaire
addressing on average around 100 security requirements. Aibidia have a process for
responding and reviewing these audit requests.

Customer Prospect Security Audits

« Aibidia receives information security and IT review ey
questionnaires from customer prospects on regular
basis
+ Typically one guestionnaire contains about 100 —
security requirements o
» Abidia process includes answering and reviewing the
reponses

Aibidia’s Human Resource Security is covering the recruitment phase with background
checks and both document validation and reference validation, ensuring confidentiality is
appropriately addressed in employment contracts. Ensuring awareness is effective by
communicating updates through Slack and email, having a disciplinary process as well as an
effective offboarding process.
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Vulnerability Management is effectively handled by automated tools in the TXM Platform.

Vulnerabilities are identified and patched automatically, and the result is assured by external
penetration tests and automatic scanners.

Vulnerability Management and Patching Policy

(-] o

Defend

» SaaS platform uses automatic tool
+ External penetration tests
» Automatic scanners

Detect and resolve threats to
resources, workloads, and
services.

“Can be accessed by development

and customer facing teams” “Release candidate”
' B - o [~ < < ~ s
- [ 2 g | o g -
Local | [Aeure B agyre Test 5| AwreUAT | = D g
development _1 2| Development S-=_. environment g:’?‘:i&{% environment 3'_?.'.:; Azure . S
environment = & 2 environment Fy-s = FgEFg P 7z & | Production 3
2 & B8 E i
. = &3 C> R C) “ % & | Environment |
£, b 23 . 1 \
[ (crly =

™
| Customer facing teams >

N

| Development Team

3.2.2 ROLES AND RESPONSIBILITIES

Executive Team

Meets periodically and makes sure yearly cycle activities are being performed.
Information Security Management Team

Meets periodically and makes sure yearly cycle activities are being performed.
Security Operations Control Team

Team that grants access to Aibidia SaaS solution and has privileged rights to Aibidia
infrastructure.

3.2.3 SECURITY MANAGEMENT

Security management at Aibidia is executed through the ISMS Yearly Cycle. The critical
activities (not an exhaustive list) are as follows:

Q1:

e Review Risks
e User Account & Firewall Management
e Compliance & Regulatory Environment Review

Q2:

e Security Training

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 1 8
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e User & Account Management
e Business Continuity Rehearsal

e Penetration Tests
e Process Review
e External Penetration Tests

e Policy Review

e Security Training
e Architecture Assessment
e |SMS Internal/External Audit
e Supplier Security Review
Furthermore, some activities are carried out in more frequent manner:

Quarterly:

e Process Review
e External Audits
e New Policies
e Security Management Meeting
e Third Party Evaluation
e User/Account Management
e Privileged Rights
Monthly:

e Security Patching
e Vulnerability Scanning
e Prospect Questionnaire Summaries
e Intrusion Detection Analysis
e Resource Cleanup
Weekly:

e Health Checks
e Scanner Report Analysis

e Incident Management
e Security Monitoring
e Health Check Monitoring

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 1 9
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[SMS Yearly Cycle

Architecture

assessment

*  ISMS internal / .
external audit

+ Supplier security

review

Quarterly

ZT001:2022
Monthl QS . .
i « Penetration tests

* Process review
»  External

penetration tests
+ Policy Review

Weekly

Daily

User Account &
Firewall Management
Compliance &
regulatory
environment review

Q1

Security Training Q2
User / Account
Management
Business

Continuity

Rehearsal

Review Risks

3.2.4 PHYSICAL SECURITY AND ENVIRONMENTAL CONTROLS

The company has a layout of the head quarter office in Helsinki which describes the physical
security perimeter and its boundaries. The physical security and environmental controls are

covered by several activities and measures:

e Locked Room for fiber wiring and connections

e CCTV surveillance of entrance and outside perimeter

e Locked wiring closets in each room

e External company inspecting and monitoring physical access
e Wiring in office areas is not easily accessible for unauthorized
e Network equipmentis put away in locked cabinets

24/7
parties

The windows are placed above the ground level and are not easily accessible.

The reception in Helsinki office is inside office space dedicated to Aibidia. There are other
companies in same building but not on the same office space described in the illustration

below.

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member
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Physical Security — Helsinki Office

camera recording

The reception in Helsinki office is inside office space dedicated to Aibidia. There are other companies in same building
but not on the same office space described in the illustration below.

Fibre connection room
Koy Kalevankatu 30 | Versio 1| 28.6.2018 P
i e b 507 o1 OO PL T = Need permission from ISMS

e == ] management team to access
i foooteE j//
T ST o ===
i Visitors can enter this
5 ! Perustiedot - i
o [N=e @ g - 50 T space with Aibidia host
L - il L B — arinm -
a H . 8 C g [L—— vz except for Fibre
= 1 Reronsat ?
- I - K E [a— attawissa yhaelie
T ———— -
.L L] i, Poahsassa e someri iancaia. Cpicia | Locked closets in each
H i sl cn arktybabovbvon. Saki ssadasn s
! i wmresi, ctioube  oueioTpesn TGO
L bamtyy, it maledala peduti e Sovies
E 2 rckaen kot wabiow pwtaan el
§ - . Security control on the entry
r —
2= - NSRS «  Locked door to be accessed by Aibidia badges
g & = U uskeaes pris- v i only
| ‘ E————— s . S
" [ | - e *  Keys managed by centralized Aibidia
. b team using office building services
Bn OOl B ~—Security service by Securitas
%‘ I = Tilatyypit
PETTT T e
Pllgee™ . Lo 4
L- ) A b Ji—
pollpi ¢ VR ——
U - L p——
' s | -
= e - TRiUM

Address: 9 Appold St, London, EC2A 2AP
Room: 854

Access to the private office roomis
only possible using a pre-registered

keycard.

Access to the premises

+ The main entrance of the building has a security guard
and front desk staff.

* A keycard is required to go through physical barrier
before accessing the lifts.
Visitors without a keycard must be pre-registered on an
app, are given a day badge on a lanyard, and must ba
collected from reception on the ground floor.
The day badge doesn't grant access through the physical
barrier. The security guard must manually allow guests in
and out every time.
Once on the 8 floor, the keycard is required again to
access Aibidia's private office room

+ Guests are issued with a temporary keycard to getin and
out of the office room on the day. These are returned to
reception after the visit.
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Physical Security
Controls

Aibidia has implemented ISO27001 standard section 11
physical security controls in the areas

"

2|

Fhysical entry controls

entry controls to ensure that only authonzed
personnel are allowed access L

11

3

Securing offices, rooms and facilities

Physical security for offices, rooms and
facilities shall be designed and applied.

11

4 Protecting against external and

environmental threats

Physical protection against natural disasters,
malicious attack or accidents shall be

designed and applied L

11

5

Working in secure areas

Procedures for working in secure areas shall
ign n lied,

11

&

Delivery and loading areas

Access points such as delivery and loading
areas and other points where unauthorized
persons could enter the premises shall be
controlled and, if possible, isolated from
information processing facilities to avoid
unauthorized access.

11

2

1

Equipment siting and protection

Equipment shall be sited and protected to
reduce the risks from environmental threats
and hazards, and opportunities for
unauthorized access.

11

2

2|

Supporting utilities

Equipment shall be protected from power
failures and other disruplions caused by

failures in supporting utilities. L

11

2|

3

Cabling security

Power and telecommunications cabling
carrying data or supporting information
services shall be protected from interception,

inferference or damage. .

11

2

4] Equipment maintenance

Equipment shall be correctly maintained to
ensure its continued availability and integrity.

1"

5

Removal of assets

Equipment, information or software shall not
n off-site with Tior rization.

11

216

Security of equipment and assets off-
premises

Security shall be applied fo off-site assels
taking into account the different risks of working]

outside the organization's premises. 1

11

2

7l

Secure disposal or re-use of eauioment

Pictures from the Helsinki office

Allitems of equipment containing storage
media shall be verified to ensure that any
=ansitive data and licensed software has heen
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Physical Security: Network Devices in Locked

Cabinet in Helsinki office

Physical Security: Network Devices in Locke

CablnEEt H€lSlnk1 Ofﬁce Operator network
Switch HPE Aruba A» [ Satai
+ Maintained by DG Switch HP Aruba
2530-24G-PcE
* Maintained by DG
4
!5 — //' =T Main connection
= +  Fibre 200Mbit /
463 I 200MBit
c e
[}
Re -
= | Networks:
O | . Forabidia employees: Wifi and '\. Mobile
VPN acm'asmb\e Firewall Sophos XG Router maintained by DNA  Reserve connection b
. IP: 62.165.175.130 ) 135 . Mobile 50Mbit
+ Guest Wifi network accessible for .- paintained by Data + MNetwork: 62.165.175.128/29
Abidia customers and guests via Group (DG) .+ Mask: 255.255.255.248
F’ass_""?;’ﬁz ‘5175131 UPS + Default gateway: 62.165.175.129
. SLARE s Re U e electricity * IP addresses available for devices:
& usiness CD“t'”!;:tYﬁ, backup ' + 62.165.175.130 - 62.165.175.134
n ft:\:'se Issue \flh'l otnice * SLA & Business continuity
n: or!»(,tempt(}yees use * Incase Fibre connection problem, automatic handover to mobile network
ang Intemet access * In case issue with router, Network operator has 24h SLA to replace the device
A

L
/
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Pictures from the London Office

* The main building requires a keycard
to go through the physical barriers.
This card can only be acquired by
pre-registration of employees.

* The door to the office requires the
same keycard.

* Physical copies of confidential
information are stored in locked
safes.

3.2.5 CHANGE MANAGEMENT

Aibidia’s Change Management process is a continuous process based on ITIL
framework/principles. For every change created, there is an audit trail. Subject matter experts
will review the change request. Risks will be assessed in the case of non-standard changes,
and the change must be approved before itis implemented. After implementation, the
change can be closed.

1. Create

Change Request
Change Management s
Aibidia uses ITIL processes for change management _
workflows. High level change management workflow is 2. Review

. . . . Ch R t
described in the following picture anoe reques

3. Assess Risks

Change Request
4. Approve
Change L Change Request
Management
Workflow ' ;
Change Implement 5 Implement
Request Change Request
categories:
- Standard ‘
- Normal
- Urgent 6. Close

Change Request
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All changes are tested before rollout or production deployment according to quality

assurance process described. Rollback and recovery procedures are based on Aibidia
business continuity model that includes various levels of backups.

Quality Gates, Environments & QA Process

[1 Separate environments for development, testing and production
[ Customer data resides only in production and user acceptance testing (UAT) environment
[1 Before any code is accepted, a code review is performed by at least one other developer
[l Continuous integration (Cl) and continuous deployment (CD) processes are in-place.
[0 The software is tested in our test environment by Quality Engineers and in UAT by substance experts
[0  After all the desired new features or fixes have been implemented and tested, a new version is released
[l Developers and substance experts test the new version in production.
[l Audit, performance and error analytics are automatically gathered
[0  Security tests including vulnerability checks
“Can be accessed by development
and customer facing teams” “Release candidate”
e B o SrEd e N E T )
Local me ure = 9 | Azure Test cmdd ? Azure UAT cadc 2 I
> . o o . = : =.
development E s Development 23 5., envionment (2R9& % environment |3 g % Azure * Z
. @ ® 1 - = @ SR S &= . Q
environment | § & environment | g g o FE 82 ¢ &2 % Production | 3
2 L= 23 3 . 2  Environment | &
|
‘ Development Team ‘ Customer facing teams

Aibidia Dev/Test
80

A

3.2.6 INFORMATION SECURITY INCIDENT RESPONSE

The Aibidia Information Security Incident Response workflow follows — on a high level - the
Aibidia Change Management process. The phases: Review, Assess Risks, Approve,
Implement, Close are conducted either by the Information Security Management team or
under their direct supervision. Incidents are detected by automatic process or by person, the
incident will be raised in the Aibidia ITSM system and escalated to the Information Security

Incident Management workflow.
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Informatlon Security Incident Response

Change Management process
* Phases 2-6 (Review, Assess Risks, Approve, Implement, Close) are conducted either by IS
management team or under their direct supervision

IS incident workflow

Informaf[ion Review, Assess Risks,
Security Approve, Implement, Close
Management
Team
PDODLO
escalation o
|
. Incident Discover Report Incident
éér‘itrsrsecu”ty y Change Mgt: Create
Company =) =)
personnel

Customer Success

3.2.7 DATABACKUP AND RECOVERY

Data backup and recovery are sub-processes within Aibidia’s Business Continuity process

Aibidia’s setup provides secure platform based on following components:

e Aibidia Transfer Pricing cloud is built on top of Microsoft Azure that has business
continuity certificate 1ISO22301

e Aibidia configuration runs on three Availability Zones that tolerate hardware and
network failures.

Aibidia Business continuity is based on the following activities:

e Aibidia takes customer data backups
¢ Incrementalindividual data changes back one week
e Cold weekly, monthly and yearly backups

e Optional: alldocuments can be exported as additional backup process to
independent cloud service
e Escrow agreement for source code can be provided as extra service
Aibidia sees continuity management — and improvement - as a continuous process. Aibidia
Security Operations Control team conducts business continuity rehearsal based on
Information Security Management System yearly cycle.
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Business Continuity

Secure platform
» Aibidia Transfer Pricing cloud is built on top of Microsoft Azure that has

Aibidia Business continuity
» Aibidia takes customer data backups
* Incremental data changes back 14 days
» Cold weekly, monthly and yearly backups
» Stored 2 months, 6 months and 3 years

independent cloud service
» Escrow agreement for source code can be provided as extra service

Aibidia business continuity as a continuous process
» Aibidia Security Operations Control team conducts business continuity
rehearsal based on Information Security Management System yearly cycle

3.2.8 SYSTEM ACCESS MANAGEMENT

System access management is described in Aibidia SaaS Access Control Policy and follows
Access Control process based on the Segregation of Duties.

Saa$S Access Control Policy states that two organizations can grant access to Aibidia SaaS
platform. One is the Customer controlling the customerdomain.com, who enables access for
Aibidia login. The Customer can use their own access control process. The second
organization is Aibidia controlling Aibidia personnel accessing customer environment. Aibidia
uses defined access control process granting access to customer environments. Only named
persons that have a need to serve the customer may be allowed access. Access requests are
recorded and processed according to access control process. The Aibidia SaaS business
owner of the SaaS data asset evaluates the requests and contacts the customer if needed.
Aibidia SOC team performs actions according to the decision.

Access Control Process states that SOC team processes all Access Control Requests
following the change management model. If the Access Control Policy documentation
contains a description to evaluate the request, the team implements the request accordingly.
If not, the case is escalated to the information owner described in the information asset
inventory. Review of user rights is based on the yearly cycle.

In the TXM Platform, segregation of duties is implemented by segregating access control
duties between the customer and Aibidia’s Access Management team. The customer
maintains SSO (AD) and provisions the user access. If customer’s SSO team removes user
rights, the useris not able to access Aibidia SaaS solution.

Aibidia Access management team provisions access to customer’s SaaS environment. For
the user to have access to Aibidia SaaS environment, the Customer Access Management
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team and Aibidia Access management team must both grant access for the user.

Access Control: Segregation of Duties

* Customer maintains
SSO (AD) and
provisions users

+ If customer SSO
team removes user
rights the useris not
able to access
Aibidia SaaS
solution
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team provisions access to
customer Saa$S environment

For user to have access to
Aibidia SaaS environment
* Customer Access
Management team has
granted access
* Aibidia Access
management has
granted access
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Access Control Process

*  SOC team processes all Access Control Request following the change management model
» If Access Control Policy documentation contains description to evaluate request, the
team implements the request accordingly
* |f not, the information the case is escalated to the information owner described in
information asset inventory

* Review of user rights based on yearly cycle

?) Access Control Policy
Access Control Request =% ¥

Aibidia SaaS Access Control Processes and Policy

Two organizations can grant access to Aibidia SaaS platform:

1. Customer controlling customerdomain.com enables access for Aibidia login
* Customer can use their own access control process
2. Aibidia controlling Aibidia personnel accessing customer environment
* Aibidia uses defined access control process granting access to customer environment

Aibidia SaaS Access Control Policy: only named persons that have a need to serve customer may
be allowed access. Access request is recorded and processed according to access control process.
Aibidia SaaS data asset business owner evaluates the requests and contacts customer if needed.
Aibidia SOC team performs actions according to the decision.

Access Control Process

[ o i the
lements the request accordingly

ased on yearly cycle

Access Control Policy

sccess Conmolreauest. > @ O @ & -

3.2.9 APPLICATION DEVELOPMENT

In the software development, Aibidia has adopted Microsoft Security Development Lifecycle
and implements Practices from Cloud Governance Methodology.

Microsoft’s Security Development Lifecycle (SDL) is a security assurance process focused on
developing and operating secure software. The SDL provides detailed, measurable security
requirements for developers and engineers at Microsoft to reduce the number and severity of
vulnerabilities in their products and services.

Microsoft SDL consists of seven components including five core phases and two supporting
security activities. The five core phases are requirements, design, implementation,
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verification, and release. Each of these phases contains mandatory checks and approvals to
ensure all security and privacy requirements and best practices are properly addressed.

e Requirements: Every product, service, and feature Microsoft develops starts with
clearly defined security and privacy requirements; they’re the foundation of secure
applications and inform their design. Development teams define these requirements

based on factors such as the type of data the product will handle, known threats, best

practices, regulations and industry requirements, and lessons learned from previous

incidents

e Design: Once the security, privacy, and functional requirements have been defined,
the design of the software can begin. As a part of the design process, threat models
are created to help identify, categorize, and rate potential threats according to risk

e Implementation: During this phase, developers write code according to the defined
design while adhering to secure coding guidelines and best practices. Tools such as
static analysis can be used to automatically check code for common vulnerabilities

e Verification: This phase involves testing the software to ensure that it meets all
security and privacy requirements. This includes both manual and automated testing
techniques such as fuzz testing, penetration testing, and code review 2

o Release: Before a product is released to customers, it undergoes a final security
review to ensure that all security requirements have been met. After release, the

productis monitored for vulnerabilities and incidents are responded to according to

an established incident response plan
The two supporting security activities are training and response. Training is conducted before
the core phases to ensure that developers are properly informed on security basics and
recent trends in secure development. Response is conducted after the core phases to ensure
that software remains secure after deployment.

Aibidia R&D processes use a modified version of the scaled agile method process where
product strategy is defined by Aibidia executive team. Portfolio backlog managementis
performed by the cross-team Product Committee, the epic owners designing and managing
the requirements process are typically substance experts. Features are derived from epics
created by Lead Architects and Lead Developers together with Product Management. The
development teams use Scrum methodology to develop the specified features. Cross team
sprint planning is conducted every three weeks.

There are separate environments for development, testing and production. Customer data
resides only in the production environment and in the user acceptance testing (UAT)
environment. Before any code is accepted, a code review is performed by Aibidia senior
developers. Continuous integration (Cl) and continuous deployment (CD) processes are in-
place. The software is tested in the test environment by Quality Engineers and in UAT by
substance experts. After the Acceptance testing is finalized, the final version is released to
the production environment.
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Within the development processes, vulnerability checks, E2E tests, Unit tests and Double
code review are applied to ensure quality of the final product.
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Aibidia Software Development Process Security
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Microsoft | Security Development Lifecycle

Aibidia has adopted main characteristics from Microsoft Security Development Lifecycle (SDLC)
into SaaS platform software development process, which is built in to the Aibidia R&D Process.

Practices from Cloud Governance Methodology

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/govern/methodology

Aibidia R&D Process

Aibidia uses R&D layout is using Product Teams

O o o O Oo.d
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Product strategy defined by Aibidia executive team
Portfolio backlog management performed by
Product Teams

Epic owners designing and managing requirements
process are typically substance experts

Features derived from Epics by Lead Architects and = i!:;

Lead Developers with Product Management =T =

The development teams use Kanban methodology

to develop the specified features L =
Aibidia Work Item Hierarchy -

Team backlog refinement conducted on weekly
basis

Limited, a private English company limited by guarantee. All rights reserved.

32



Docusign Envelope ID: 31DA493E-2278-82FE-83A8-24C0231FB124
Aibidia
Quality Gates, Environments & QA Process
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3.2.10 RISK ASSESSMENT

Aibidia’s general risk management methodology follows industry best practices. Risk
assessments are performed according to the yearly cycle.

Risk Identification follows the Asset-Threat-Vulnerability model where the risk itselfis a
function of threats taking advantage of vulnerabilities to steal or damage assets. At Aibidia,
the risks are assessed according to the following assets: Infrastructure (IT / Facilities),
People, Organization, Processes, Information and Application. The threat to Aibidia’s assets
can be Theft, Accidental, Malicious, Malfunction or Inappropriate Use. A Vulnerability can be:
Unattended Device, Disclosure, Breach of Policy, Interruption, Theft and Modification.

Risks are evaluated using two-dimensional likelihood and impact grading. Risk management
methodology includes impact and likelihood analysis. Both dimensions have five steps and
overallrisk rating is categorized into three: High, Medium and Low. Impact is evaluated in
relation to Confidentiality, Integrity and Availability.

Risks are documented into the Aibidia Risk management tool following modified logic.

There are the following risk treatment options: Avoid, Reduce, Transfer or Accept. Risk
treatment is based onrisk appetite. If risk is evaluated as High, it must be mitigated by
default. Ifrisk is Medium, the risk must be evaluated, and mitigation must be decided by
relevant stakeholders. Risks evaluated as Low can be accepted by default.

Risks are reported to the information security management Team.

The Aibidia yearly cycle includes periodical review of all risks and periodical identification of

new risks.
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Risk Management Methodology: Summary

Aibidia general risk management

» Follows industry best practices (Asset-
Threat-Vulnerability)

* Risks are evaluated using two
dimensional likelihood and impact
grading

Aibidia yearly clock includes
* Periodical review of all risks
» Periodical identification of new risks

Information Security Management Team

OO0 0

Risks are reported to information security
management team

Risk Management Methodology: Impact and Likelihood

Risk management methodology includes impact and likelihood analysis. Both
dimensions have five steps and overall risk rating is categorized into three: High,

Medium and Low Very High
_ 5 10
High
4 8
)
@)
© 3 6
Medium 2
£ 2 4
1 2 3 4 5
Low Very Low

Likelihood
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Conducting a Risk Assessment: Documentation outcome

Risks are documented into Aibidia Risk management tool following
modified logic

Treatment

* Avoid

* Reduce

» Transfer

* Accept
Risk appetite

» High: Mitigated by default
* Medium: Evaluated and decided by relevant stakeholders
* Low: Accepted by default

Risk Management Methodology: Impact and Likelihood

The definitions for impact and likelihood in Aibidia risk
management model are defined as follows

“=— Risk Management Methodology.
Rk sarogemest mihaciiogy ndaces ampac are Vsl
S -

Likelihacd

Impact Likelihood

1. Negligible: This risk will hardly impact your 1. Veryunlikely: Avery slim
project. chance for this risk to occur.

2. Low: You can easily handle the consequences 2. Not likely: Low chances for this
of this risk. risk to occur

3. Moderate: It will take some time and effort to 3. Possible: Fifty-fifty chances for
mitigate the consequences of this risk. this risk to occur

4. Significant: This risk could cause long-term 4. Probable: Good chances for
consequences that will be hard to recover this risk to occur.
from. 5. Very likely: You can bet this risk

5. Catastrophic: The impact of this risk might will occur at some point

wreck your project.

3.2.11 INFORMATION AND COMMUNICATION

Information and communication aspects are described in Aibidia Information
Classification: Definitions. The definitions for the information classification are described in
the chapter Data (earlier in the document).

Aibidia provides requirements on the handling of the information based on classification.
Information classified as Public can be handled without any restrictions. Information
classified as Internal must be kept on SharePoint only and cannot be shared externally.

Company confidential information must be kept on SharePoint only. Employees must work
with screen protection; the information cannot be shared with anybody who is not authorized.
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In case of doubt employees are encouraged to ask the company Slack channel #security. In
case of loss of information, #security must be informed.

Client confidential information must be kept on SharePoint only. Employees must work with
screen protection; the information cannot be shared with anybody who is not authorized. In
case of doubt employees are encouraged to ask #security. In case of loss of information,
#security must be informed.

Aibidia Information Classification: Definitions

| Public
0 Information that is not confidential and is intended for public use
0 Examples: Marketing materials, Materials on public website
| Internal
0 Information that is required in everyday work tasks and is intended to Albidia personnel
0 Valid work contract and NDA s required to access internal information
0 Examples: Slack-messages in non-private channels, Wiki-pages
0 Company Confidential

0 Information collected and processed by Aibidia for conducting business activities, e.g. information on employees and salaries, customer contracts and invoicing as well as
company financing. Access is restricted to only named personnel on peed to know basis. Confidentiality, integrity and availability of company confidential personnel.
Confidentiality, integrity and availability of company confidential information are important for conducting business activities without interruptions

0 Examples: Client contracts and proposals, source code, business plans, passwords for critical IT systems, client contact records, accounts eto
0 Customer Confidential

0 Customer owned data in Ajbidia’s possession. Customer confidential information can be accessed only if requested by customer for support purposes. Confidentiality, integrity
and availability of customer confidential information are vital for ensuring customer trust and for complying with contract requirements

0 Examples: Customer data stored in Aibidia Saas solution

If you don't know the classification of the information that you process in your work tasks, ask the information owner or your supervisor. Any information without proper classification must be
handled as internal until the information owner confirms the classification.

‘When distributing, communicating or transferring classified informaticn, by means of acceptable in handling instructions, the sender is responsible of ensuring that the recipient knows the
information classification and the respective handling instructions

Aibidia Information Classification: Handling

Classification Example Data / Systems Instructions
Public *  Website * Norestrictions
Internal *  Knowledge hub *+  KeeponSPonly
= Anykind of internal document +  Don't share externally
Company confidential * Benchmarking files *+  KeeponSPonly
*  HubSpot/ Salesforce +  Work with screen protection
* Future CS system « Don't share with anybody not authorized
«  Personio « Incase of doubts, ask #security
* Breezy recruiting * Incase of loss of information, inform
#security
Client confidential + Client project data and files(e.g. Kemira) [+ Keep on SP orinclient environment only
* Certain proposal documents *  Work with screen protection
= Client conversion data « Don't share with anybody not authorized
* Incase of doubts, ask #security
« Incase of loss of information, inform
ftsecurity
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3.2.12 CRYPTOGRAPHY POLICY, KEY AND SECRET MANAGEMENT POLICY,

ENCRYPTION: IN TRANSIT AND AT REST

Aibidia has a cryptography policy covering managing and use of keys and algorithms in
various contexts.

Generally, keys are managed in Microsoft Azure Key Vault. Data in transfer (in untrusted
networks) is always protected by TLS 1.2 with a combination of symmetric and asymmetric
keys (key length: 2048). For Microsoft SQL server as a service data is encrypted in transit
using TLS, and encrypted at rest, can be encrypted using Azure TDE

For Microsoft Office 365, Email, Office documents are not encrypted by default. Aibidia use
standard functionality when sending sensitive information.

On Laptops, Aibidia uses BitLocker with AES-128

Cryptography Policy

[ Key Management

0 Microsoft Azure Jasrsicn]
[ Datain transfer: TSL1.2

[l Forced TLS between Aibidia SaaS and customers

[0 Combination of symmetric + asymmetric encryption Physical Security
[J Asymmetric key: 2048 bits Vaeniity B hes
[ Microsoft SQL server as a service Perimeter
O : encrypted in transit using TLS and encrypted Network
at rest are encrypted using
[l Blob Storage Application
[ o |

[ Microsoft Office 365
[0 Email, Office documents
[l Not encrypted by default. Use standard functionality when
sending sensitive information
[l Laptops
[l Bitlocker
[ AES-128

Key Management

e Microsoft Azure Key Vault

e https://docs.microsoft.com/en-us/Azure/keyvault/general/basic-concepts

e Provides Access Control and Audit Logs

e SOC team creates and deletes keys

e Product SaaS containing client data

e Only selected SOC Team members have access

e Incase keyis compromised, SOC team follows information security incident process.
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Aibidia

Key and Secret Management Policy

Cryptography and Key Management SOC Team ISMS Management Office IT provider
Laptop encryption keys | A R

Email encryption
Certificates

Azure Encryption keys

- ™ = =
> > > >

Azure Encryption Deletion

[1 Key Management
[l Microsoft Azure Key Vault
I
[] Provides Access Control and Audit Logs
[] SOC team creates and deletes keys
[] Product SaaS containing client data R
[] Only selected SOC Team members have access :_ S
[] In case key is compromised, SOC team follows
information security incident process

Encryption: in transit and at rest

Encryption T

Fer

What is encryption?

4N asymmetric

Symimetric encryption s

3.2.13 MONITORING

Monitoring, measurement, analysis and evaluation at Aibidia is performed according to the
ISMS yearly cycle. The management team is responsible for analyzing the results. Monitoring,
measurement, analysis and evaluation is described in Aibidia risk management tool. Aibidia
has, among others, a target to complete the following activities according to the plan in the
yearly cycle:

e Management reviews

e Riskreviews

e Review of security policies

e Reviews of users and accounts
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Additionally, there are regular measurements based on Azure security score. Security
Monitoring & Health Check Monitoring are performed daily. Third party performance is

reported to the information security management team on a quarterly basis as part of the
standard process.

Monitoring, measurement, analysis and evaluation

* ISMS management team is
responsible for analyzing
results

* Monitoring, measurement,

described in Aibidia risk
management tool

Information Security Management Team
Meet: being performed

3.2.14 HUMAN RESOURCES SECURITY

Aibidia Human Resource Security consists of background checks prior to employment where
the documents are checked, and references are contacted. The employment contract
contains a confidentiality clause. During employment employees are provided with security
awareness where updates are communicated via email and slack.

The disciplinary process gives the employee the possibility to improve. There is given a written
notice on the lack of improvement. On termination of employment, the account is disabled
and the employee no longer has access to Aibidia system.
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Aibidia
Human Resource Security

Summary of Aibidia Human Resources Security

1. Background checks
* Check documents, Call references
2. Employment Contract
* Confidentiality
3. Awareness
* Updates communicated via slack & email
4. Disciplinary
* Give possibility to improve, then written notice
5. Termination
* Accounts are disabled = No access to systems

3.3 Complementary User Entity Controls

[Biackground verificaion checks on all candidaies

12
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Aibidia TXM Platform was designed with the assumption that certain controls would be
implemented by its customers (user entities). The application of such controls by user
entities is necessary to achieve certain criteria included in this report. This section describes
other internal controls that should be in operation at user entities to complement the internal
controls at Aibidia. User entities and their auditors should consider whether the following
internal controls are present and operating effectively. The user entity control considerations
presented here should not be regarded as a comprehensive list of controls that should be

employed by user entities.

Aibidia Cloud Environment

Secure cloud application in Microsoft Azure

Aibidia Transfer Pricing Cloud is built on Microsoft Azure. Microsoft Azure Compliance Certificates:

* 1S027001, 15027017, 15027701, SOC 1, SOC 2, SOC 3, PCI DSS 3.2, 15022301, 1509001, Azure
CIS

+ See complete listing here:

*  Azure Security:
+ Aibidia Privacy Policy
+  Aibidia Terms of Service

Albidia Certified Information Security
Management System
- i A = Certified according to [S027001:2013
= - - L) : :
E s Continuous process
Wy = Regular meetings: participation
2T001:2022 from organization branches ISM3

nixu

A
Logical access controls

Several Annual
External Audits
» Conducted by Third party
information security experts
« Cover Albidia Transfer Pricing
Execution management

mgt team: Incident reporting, system
= document reviews, process &
i I% policy updates @:IJJF!SD
o Certification number h o
srapartyaudits  FI220630-107

Fownse,

KPMG
Cartiicaleof Registralio

Aibidia Oy

/S Azure

1 550

SecOps: Information Security Built
into DevOps practices

« Software DevOps processes follow industry

best practices

« Automatic vulnerability scanners
* Reqular information security trainings

inthe company

o[ e | o
e e e

SecOps k?l:’
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Since the TXM Platform offers SSO for authenticating customers’ users, the security model of

the TXM Platform is dependent on the customers strength of identifying, registering,
authorizing and authenticating its employees.

Incident management

Customers are responsible for informing Aibidia timely on any errors or incidents they have
detected

3.4 Subservice Organizations

Aibidia’s TXM Platform is based on Microsoft Azure cloud environment, hence, there is a
strong dependency on the practices and security with which Microsoft design, build and
operate their cloud offerings. However, controls of Azure relate to the cloud infrastructure
services used by Aibidia are relevant to Aibidia’s achievement of its services commitments
and certain trust services criteria and have been considered by Aibidia in designing and
implementing the control environment as complementary subservice organization controls.

Microsoft Azure is responsible for protecting the infrastructure that runs all of the services
offered in the cloud environment. This infrastructure is composed of the hardware, software,
networking and facilities that run the cloud services. According to this mode physical and
environmental controls are fully operated by Azure while controls related to logical access,
system operations etc. are shared between Azure and Aibidia.

While designing and implementing its controls, Aibidia has assumed that Azure has
implemented the following controls:

e (CC2.2Internal communication of information, responsibilities and objectives for
internal control, such as policies, guidelines and training

e (CC6.1 Implements logical access security software, infrastructure and architectures
over protected information assets that are Azure’s responsibility

e (CC6.2 Priorto issuing system credentials and granting access to systems that are
Azure’s responsibility, registers and authorizes new internal and external users whose
access is administered by Azure. For those users whose access is administered by
Azure, user system credentials are removed when user access is no longer authorized.

e (CC6.3 Azure authorizes, modifies or removes access to protected information assets
that are Azure responsibility based on roles, responsibilities, or the system design and
changes, giving consideration to the concepts of least privilege and segregation of
duties

e (C6.4 Azure restricts physical access to its facilities and protected information assets

e (CC6.5Azure discontinues logical and physical protections over physical assets only
after the ability to read or recover data and software is no longer required

e (CC6.6 Azure implements logical access security measures to protect against threats
from sources outside its system boundaries
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e (CC6.7 Azure restricts the transmission, movement and removal of information that it
is responsible for to authorize internal and external users and processes, and protects
it during transmission, movement or removal

e (C6.8 Azure implements controls to precent or detect and act upon the introduction
of unauthorized or malicious software in the systems that it is responsible for

e (CC7.1 Azure uses detection and monitoring procedures to identify changes to the
configurations that result in the introduction of new vulnerabilities, and
susceptibilities to newly discovered vulnerabilities related to systems that are Azure’s
responsibility

e (CC7.2 Azure monitors system components that are its responsibility and the operation
to those components for anomalies that are indicatives of malicious acts, natural
disasters, and errors affecting the entity’s ability to meet it’s objectives

e (CC7.3 Azure evaluates security events to determine whether they could or have
resulted in a failure of the entity to meet its objectives and, if so, takes actions to
prevent or address such failures

e CC7.4 Azure responds to identified security incidents by executing a defined incident
response program to understand, contain, remediate and communicate security
incidents, as appropriate

e (CC7.5Azure identifies, develops and implements activities to recover from identified
security incidents

e (C8.1 Azure manages changes to infrastructure, data, software, and procedures that
are Azure responsibility

In addition to Azure, Data Group is considered a subservice organization within Aibidia’s
control environment. Data Group is responsible for leasing and managing Aibidia devices,
including provisioning of laptops, associated software licenses, and providing lifecycle
support services such as installation, maintenance, and secure wiping of devices. These
responsibilities contribute to the achievement of Aibidia’s service commitments and relevant
Trust Services Criteria, particularly those related to Logical and Physical Access Controls
(CC6.1,CC6.2, CCH.7), System Operations (CC7.1), and Change Management (CC8.1). The
controls operated by Data Group are considered complementary subservice organization
controls and have been evaluated by Aibidia as part of the overall design and implementation
of its control environment.
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SECTION IV
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Description of Control Objectives, Related Controls and Test

Results of Independent Auditor

Information Provided by the Independent Auditor

Our examination was conducted in accordance with the International Standard on Assurance
Engagements (ISAE) 3000, “Assurance Engagements Other Than Audits or Reviews of Historical
Financial Information” issued by the International Auditing and Assurance Standard Board
(IAASB).

It is the responsibility of every user entity to evaluate the information on the controls within
its organization in order to obtain an understanding of these controls and gauge the internal
control risks. The controls of both Aibidia and the user entities must be evaluated together. If user
entities do not have suitable controls, the controls of Aibidia do not serve as compensation for
such a deficiency in the controls.

Aibidia management has analysed the exceptions presented in Section IV and provided
responses to the findings. KPMG has not evaluated these responses and does not present an
opinion on them.

Testing Procedures

The control environment represents the collective effect of various elements in establishing,
enhancing, or mitigating the effectiveness of specific controls. Tests of the control
environment included the following procedures, to the extent we considered necessary: (a)
management inquiry and inspection of Aibidia’s organizational structure and policy
statements; (b) interviews with management, control operators and other personnel responsible
for developing, ensuring adherence to, and applying controls; (c) observation of personnel in the
performance of their assigned activities; and (d) inspection of actions taken by the management to
improve controls. The control environment was considered in determining the nature, timing, and
extent of the testing of controls relevant to achievement of the service commitments and system
requirements.

Tests performed in connection with evaluating the design and operating effectiveness of controls
detailed in Section IV are described below:

Type of Test Description

Discussed the controls with control operators and/or management
responsible for developing, adhering to, and applying the controls to
Inquiry ascertain their understanding and compliance. As inquiries were
performed for substantially all controls, this test was not listed
individually for every control listed in the tables below.

Observation Observed the operation of specific controls.

Inspected documentation, reports, and other artefacts indicative of

Inspection the operation of the controls.
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Applicable Trust Services Principles

The following Trust Services Criteria categories are covered by the report:

e Security (S): Information and systems are protected against unauthorized access,
unauthorized disclosure of information, and damage to systems that could compromise the
availability, integrity, confidentiality, and privacy of information or systems and affect the
entity’s ability to achieve its objectives.

Tests performed in connection with evaluating the design and operating effectiveness of controls
detailed in Section IV correspond to the applicable criteria as follows:

Criterion ID | Criterion Controls

A.5.1

CC1.1 COSO Principle 1: The entity demonstrates a commitment to A5 D

integrity and ethical values. e
A54

CC1.2 COSO Principle 2: The board of directors demonstrates AS5.2
. . . A.6.3
independence from management and exercises oversight of the

: CC1.21
development and performance of internal control.

CC1.3 COSO Principle 3: Management establishes, with board oversight, 22;
structures, reporting lines, and appropriate authorities and e
responsibilities in the pursuit of objectives.

CC1.4 COSO Principle 4: The entity demonstrates a commitment to attract, Ag;
develop, and retain competent individuals in alignment with 2.6'3
objectives. "

CC1.41

CC1.5 COSO Principle 5: The entity holds individuals accountable for their 22‘21
internal control responsibilities in the pursuit of objectives. e

CcC2.1 COSO Principle 13: The entity obtains or generates and uses 2212
relevant, quality information to support the functioning of internal "
control. AS513

A.5.32
- . o : : . CC2.21

CC2.2 COSO Principle 14: The entity internally communicates information,

. . o I . A.5.6
including objectives and responsibilities for internal control,
necessary to support the functioning of internal control.

CC2.3 COSO Principle 15: The entity communicates with external parties ég';?’ ’
regarding matters affecting the functioning of internal control. e

CC3.1 COSO Principle 6: The entity specifies objectives with sufficient 2226
clarity to enable the identification and assessment of risks relating to CCB 13
objectives. Y

CC3.2 COSO Principle 7: The entity identifies risks to the achievement of its ég;’z ’
objectives across the entity and analyzes risks as a basis for 003'2'2
determining how the risks should be managed. -
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CC3.3 COSO Principle 8: The entity considers the potential for fraud in CC3.2.1
assessing risks to the achievement of objectives.

CC34 COSO Principle 9: The entity identifies and assesses changes that A5.22
could significantly impact the system of internal control. A.5.31

CC3.41

CCA1 COSO Princi _ . CC4.11

: rinciple 16: The entity selects, develops, and performs
ongoing and/or separate evaluations to ascertain whether the
components of internal control are present and functioning.
CCA4.2 COSO Princi . . : . CC4.21
. rinciple 17: The entity evaluates and communicates internal
control deficiencies in a timely manner to those parties responsible
for taking corrective action, including senior management and the
board of directors, as appropriate.
CC5.1 COSO Princiole 10- . - CC5.11
. rinciple 10: The entity selects and develops control activities
that contribute to the mitigation of risks to the achievement of
objectives to acceptable levels.

CC5.2 COSO Principle 11: The entity also selects and develops general CC511
control activities over technology to support the achievement of
objectives.

CC5.3 COSO Princi _ . i A.5.37

: rinciple 12: The entity deploys control activities through
policies that establish what is expected and in procedures that put
policies into action.

CC6.1 Logical and physical access: The entity implements logical access A5.9
security software, infrastructure, and architectures over protected A5.16
information assets to protect them from security events to meet the AS17
entity's objectives. A.5.34

A.6.5
A.6.6
A.8.3
A.8.11
A.8.20
A.8.21
A.8.22
A.8.27

CC6.2 Logical and physical access: Prior to issuing system credentials and A5.15
granting system access, the entity registers and authorizes new A5.18
internal and external users whose access is administered by the
entity. For those users whose access is administered by the entity,
user system credentials are removed when user access is no longer
authorized.

CC6.3 Logical and physical access: The entity authorizes, modifies, or A8.2
removes access to data, software, functions, and other protected A8.18
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information assets based on roles, responsibilities, or the system
design and changes, giving consideration to the concepts of least
privilege and segregation of duties, to meet the entity’s objectives.

CC6.4 Logical and physical access: The entity restricts physical access to A5
facilities and protected information assets (for example, data center AT 1
facilities, back-up media storage, and other sensitive locations) to A.T.2
authorized personnel to meet the entity's objectives. 2;2

A.7.5
A.7.6
AT7.7
A.7.8
A.7.9
A.7.10
A.7.11
A.7.12
A.7.13
A.7.14

CC6.5 Logical and physical access: The entity discontinues logical and A8.10
physical protections over physical assets only after the ability to read
or recover data and software from those assets has been diminished
and is no longer required to meet the entity’s objectives.

CC6.6 Logical and physical access: The entity implements logical access AB.7
security measures to protect against threats from sources outside its A8.5
system boundaries. A8.23

CCh.7 Logi . ] . : . A.5.14

: ogical and physical access: The entity restricts the transmission,
movement, and removal of information to authorized internal and A.5.33
external users and processes, and protects it during transmission, A.8.1
movement, or removal to meet the entity’s objectives. A8.12
A.8.24
CC6.8 Logical and physical access: The entity implements controls to AB4
. : . A.8.7
prevent or detect and act upon the introduction of unauthorized or
malicious software to meet the entity's objectives. 2213
A.8.19

CC7.1 System operations: To meet its objectives, the entity uses detection A8.9
and monitoring procedures to identify (1) changes to configurations A.8.16
that result in the introduction of new vulnerabilities, and (2)
susceptibilities to newly discovered vulnerabilities.

CC7.2 System operations: The entity monitors system components and the AS.T
operation of those components for anomalies that are indicative of A88

. . : . A.8.15
malicious acts, natural disasters, and errors affecting the entity's A8.16
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ability to meet its objectives; anomalies are analyzed to determine
whether they represent security events.

CC7.3 System operations: The entity evaluates security events to determine 22;2
whether they could or have resulted in a failure of the entity to meet e
its objectives (security incidents) and, if so, takes actions to prevent
or address such failures.

L . . . . A.5.26

CC7.4 System operations: The entity responds to identified security ABo7
incidents by executing a defined incident-response program to "

. . : N A.5.28
understand, contain, remediate, and communicate security incidents, A5.29
as appropriate. e
pprop A.5.34
CC7.5 System operations: The entity identifies, develops, and implements A.5.26
. . . L A.5.30
activities to recover from identified security incidents. A8A13

CCs8.1 Change management: The entity authorizes, designs, develops, or 2234
acquires, configures, documents, tests, approves, and implements A.5'35
changes to infrastructure, data, software, and procedures to meet its A.8'4
objectives. e

A.8.6

A.8.26
A.8.28
A.8.29
A.8.33
A.8.34

CC9.1 Risk mitigation: The entity identifies, selects, and develops risk 2812
mitigation activities for risks arising from potential business ng 11
disruptions. T

CC9.1.2

CC9.2 Risk mitigation: The entity assesses and manages risks associated A5.19

: . A.5.20
with vendors and business partners.

A.5.21

A.5.22

A.5.23
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Testing Results

Control ID

A.5.1

Control Description

Information security policy and
topic-specific policies shall be
defined, approved by
management, published,
communicated to and
acknowledged by relevant
personnel and relevant interested
parties, and reviewed at planned
intervals and if significant changes
occur.

Testing Procedures

Inspected the Information security
policy to determine that it is defined,
approved by management and
published.

Inquired about how the information
security policy is communicated to
and acknowledged by relevant
personnel and were informed that
the information security policy is
communicated to all employees
during all hands meeting.

Testing Results

No exceptions noted.

A.5.2

Information security roles and
responsibilities shall be defined
and allocated according to Aibidia
needs.

Inspected the general information
security policy to determine that
information security roles and
responsibilities are defined and
allocated according to Aibidia needs.

No exceptions noted.

A.5.3

Conflicting duties and conflicting
areas of responsibility shall be
segregated.

Inspected the security policy to
determine that roles and
responsibilities of different teams
have been defined.

Inspected the Incident response plan
to determine that step-by-step guide
to follow when an incident is

No exceptions noted.
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Control ID

Control Description

Testing Procedures

suspected and confirmed has been
defined.

Inspected the risk management
policy to determine that risk
management R&D processes have
been defined.

Testing Results

A.5.4

Management shall require all
personnel to apply information
security in accordance with the
established information security
policy, topic-specific policies and
procedures of Aibidia.

Inspected the security policy to
determine that roles and
responsibilities of different teams
have been defined.

Inspected the Incident response plan
to determine that step-by-step guide
to follow when an incident is
suspected and confirmed has been
defined.

Inspected the risk management
policy to determine that risk
management R&D processes have
been defined.

No exceptions noted.

A.5.5

Aibidia shall establish and
maintain contact with relevant
authorities.

Inquired about the authorities
relevant and were informed that the
police, Information Security
government office, Government

No exceptions noted.
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Control ID

Control Description

Testing Procedures

information cybersecurity are the
relevant authorities.

Inspected the applicable laws and
regulation and noted that contact
information of relevant authorities
have been documented.

Inquired if there has been any case
that has been reported to the
relevant authorities during the audit
period and were informed that there
have been none.

Testing Results

A.5.6

Aibidia shall establish and
maintain contact with special
interest groups or other specialist
security forums and professional
associations.

Inspected that Aibidia monitors
information available through the
relevant interest groups and
communication channels to support
awareness of the threat landscape
and identify possible relevant
vulnerabilities.

No exceptions noted.

A.5.7

Information relating to information
security threats shall be collected
and analysed to produce threat
intelligence.

Inspected that responsible personnel
at Aibidia receive and analyse
information from the security-related
communication channels to support
awareness of the threat landscape
and identify possible relevant
vulnerabilities.

No exceptions noted.
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Control ID

A.5.8

Control Description

Information security shall be
integrated into project
management.

Testing Procedures

Inspected that Aibidia monitors
information available through the
relevant interest groups and
communication channels to support
awareness of the threat landscape
and identify possible relevant
vulnerabilities.

Testing Results

No exceptions noted.

A.5.9

An inventory of information and
other associated assets, including
owners, shall be developed and
maintained.

Inspected the inventory of
information-related assets and
applicable policies and noted that
those assets are properly
maintained.

No exceptions noted.

A.5.10

Rules for the acceptable use and
procedures for handling
information and other associated
assets shall be identified,
documented and implemented.

Inspected the Information Security
Policy for Employees to determine
that the Acceptable Use Policy is
defined, documented, and
communicated to all employees.

No exceptions noted.

A.5.11

Personnel and other interested
parties as appropriate shall return
all Aibidia’s assets in their
possession upon change or
termination of their employment,
contract or agreement.

Inspected the offboarding checklist
for the employees who have left the
organization to determine that the
return of assets was included and
documented as part of the
offboarding process.

No exceptions noted.

A.5.12

Information shall be classified
according to the information
security needs of Aibidia based on
confidentiality, integrity, availability

Inspected Aibidia information
classification definitions to determine
that the relevant classification
criteria and instructions for

No exceptions noted.
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Control ID

Control Description

and relevant interested party
requirements.

Testing Procedures

information handling are defined for
each classification type.

Testing Results

A.5.13

An appropriate set of procedures
for information labelling shall be
developed and implemented in
accordance with the information
classification scheme adopted by
Aibidia.

Inspected that the documentation
classification is defined and
documented in the policy.

For a sample of ISMS-related
documentation, inspected that the
documents were labelled.

No exceptions noted.

A.5.14

Information transfer rules,
procedures, or agreements shall
be in place for all types of transfer
facilities within Aibidia and
between Aibidia and other parties.

Inspected that the transfer of
information is part of the standard
cloud service provider Terms of
Service agreement.

Inspected that the transfer of
information is performed within the
secured cloud environment.
Communications are established
through the dedicated secure
channels.

No exceptions noted.

A.5.15

Rules to control physical and
logical access to information and
other associated assets shall be
established and implemented
based on business and information
security requirements.

Inspected the access control policy
and noted that the physical and
logical access to assets is managed.

Inspected that Aibidia’s internal
networks are secured with

No exceptions noted.
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Control ID

Control Description

Testing Procedures

passwords, and VPN is required for
external connections.

Testing Results

A.5.16

The full life cycle of identities shall
be managed.

Inspected the access control policy
and a sample of Aibidia’s users for
their access rights.

No exceptions noted.

A.5.17

Allocation and management of
authentication information shall be
controlled by a management
process, including advising
personnel on appropriate handling
of authentication information.

Inspected the access control policy
and information security policy and
noted that authentication information
is managed.

No exceptions noted.

A.5.18

Access rights to information and
other associated assets shall be
provisioned, reviewed, modified
and removed in accordance with
the organization’s topic-specific
policy on and rules for access
control.

For a sample of new employees
inspected their access rights
requests tickets and related security
groups.

Inspected annual access rights
review tickets and memos.

No exceptions noted.

A.5.19

Processes and procedures shall
be defined and implemented to
manage the information security
risks associated with the use of
supplier’s products or services.

Inspected the Third Party
Management Policy and noted that
risk assessment is performed as part
of the vendor assessment when
accepting a new supplier.

Inspected a sample of supplier
reviews.

During the sample testing it was
noted that no supplier review was
done due to inactivity from the
supplier.

Management response:

Management acknowledges the
finding. The supplier review was
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Control ID

Control Description

Testing Procedures

Testing Results

not completed because the
supplier was inactive; however,
Aibidia agrees that the status and
rationale should have been
documented. formally Aibidia will
update the supplier review process
to require documented review
outcomes for all in scope
suppliers, including cases where a
supplier is inactive, no longer
used, or pending termination.
Inactive suppliers will either be
formally removed from the active
supplier register or marked as
inactive with documented
rationale. This enhancement will
be implemented by Q3 2026.

A.5.20 Relevant information security Inspected list of new vendors and During the sample testing it was
requirements shall be established | that Aibidia had created tickets and noted that one ticket for
and agreed with each supplier checked relevant information onboarding new supplier has not
based on the type of supplier security documents from the been completed.
relationship. vendors.
Management response:
Management acknowledges the
finding. The onboarding ticket for
the new supplier was not
completed as required. Aibidia will
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Control ID Control Description Testing Procedures

Testing Results

reinforce the supplier onboarding
workflow so that supplier
onboarding cannot be considered
complete until required security
and information contractual checks
have been documented and
approved. The open ticket will be
reviewed and completed, and the
supplier onboarding checklist will
be updated to clarify mandatory
evidence requirements.
Completion of this remediation is
targeted for Q3 2026.

As the supplier onboarding ticket
was not completed, the related
monitoring and change
management evidence was also
incomplete. Aibidia will ensure that
supplier onboarding, monitoring,
and change management activities
are linked within the supplier
management process so that key
supplier information, risk
classification, review frequency,
and monitoring requirements are
documented at onboarding. The
existing supplier record will be
remediated and the process
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Control ID

Control Description

Testing Procedures

Testing Results

update will be completed by Q3
2026.

inspect, evaluate and manage
change in supplier information
security practices and service
delivery.

A.5.21 Processes and procedures shall Inspected a sample of the supplier No exceptions noted.
be defined and implemented to service agreements for key service
manage the information security providers and noted that the security
risks associated with the ICT obligations clauses were included in
products and services supply the agreements.
chain.
A.5.22 Aibidia shall regularly monitor, Inspected that the supplier review During the sample testing it was

process is in place.

noted that one ticket for
onboarding new supplier has not
been completed.

Management response:

Management acknowledges the
finding. The onboarding ticket for
the new supplier was not
completed as required. Aibidia will
reinforce the supplier onboarding
workflow so that supplier
onboarding cannot be considered
complete until required security
and information contractual checks
have been documented and
approved. The open ticket will be
reviewed and completed, and the
supplier onboarding checklist will
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Control ID

Control Description

Testing Procedures

Testing Results

be updated to clarify mandatory
evidence requirements.
Completion of this remediation is
targeted for Q3 2026.

As the supplier onboarding ticket
was not completed, the related
monitoring and change
management evidence was also
incomplete. Aibidia will ensure that
supplier onboarding, monitoring,
and change management activities
are linked within the supplier
management process so that key
supplier information, risk
classification, review frequency,
and monitoring requirements are
documented at onboarding. The
existing supplier record will be
remediated and the process
update will be completed by Q3
2026.

A.5.23 Processes for acquisition, use, Inquired and noted that the cloud No exceptions noted.
management and exit from cloud services follow the standard supplier
services shall be established in management process.
accordance with Aibidia’s
information security requirements. | Inspected the Vendor Management
Policy and noted that the full supplier
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Control ID

Control Description

Testing Procedures

lifecycle management process is
defined and documented.

Testing Results

A.5.24

Aibidia shall plan and prepare for
managing information security
incidents by defining, establishing
and communicating information
security incident management
processes, roles and
responsibilities.

Inspected the Information Security
Incident Response procedure to
determine that the relevant
guidelines are defined and
communicated to the employees.

No exceptions noted.

A.5.25

Aibidia shall assess information
security events and decide if they
are to be categorized as
information security incidents.

Inspected the Information Security
Incident Response RACI Table do
determine that the responsibilities for
review and classification of
information security incidents are
assigned.

No exceptions noted.

A.5.26

Information security incidents shall
be responded to in accordance
with the documented procedures.

Inspected as sample of incident
tickets and related documentation
and noted that they were handled in
accordance with the documented
procedures.

No exceptions noted.

A.5.27

Knowledge gained from
information security incidents shall
be used to strengthen and improve
the information security controls.

Inspected that that knowledge
gained from information security
incidents is documented and
tracked, and action points are
defined to support the improvement
of information security controls.

No exceptions noted.
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Control ID

A.5.28

Control Description

Aibidia shall establish and
implement procedures for the
identification, collection,
acquisition and preservation of
evidence related to information
security events.

Testing Procedures

Inspected that the guidelines on
methods for the identification,
collection, acquisition and
preservation of evidence related to
information security events are
defined and documented.

Testing Results

No exceptions noted.

A.5.29

Aibidia shall plan how to maintain
information security at an

appropriate level during disruption.

Inspected that information security
and continuity are considered in the
organization's business continuity
planning. The cloud platform
configurations are continuously
evaluated to ensure continuity.

Inspected the cloud infrastructure
configurations to determine that
redundancy and data backups are
implemented for the cloud storage to
ensure continuity for information
security during an adverse situation.

Inspected list of incidents and that
the incident management guidelines
have been followed

No exceptions noted.

A.5.30

ICT readiness shall be planned,
implemented, maintained and
tested based on business
continuity objectives and ICT
continuity requirements.

Inspected the documented business
plan to and noted that relevant
objectives and requirements are
documented.

No exceptions noted.
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Control ID Control Description Testing Procedures Testing Results

Inspected the backup and restore
procedures to determine that steps
to follow in order to recover and
restore from an identified security
incident exists.

A.5.31 Legal, statutory, regulatory and Inquired the management of Aibidia | No exceptions noted.
contractual requirements relevant | about the operation of the control
to information security and and inspected applicable laws and
Aibidia’s approach to meet these regulations documentation to
requirements shall be identified, determine that legal, statutory,

documented and kept up to date. regulatory and contractual
requirements relevant to information
security are documented and kept

up to date.

A.5.32 Aibidia shall implement Inspected Aibidia services No exceptions noted.
appropriate procedures to protect | purchasing agreement template and
intellectual property rights. noted that it includes Intellectual

property rights section.

A.5.33 Records shall be protected from Inspected the information security Noted that while customer data
loss, destruction, falsification, policy and noted that practices and retention is sufficiently defined in
unauthorized access and means for data protection are the Information Security Policy,
unauthorized release. documented. requirements for internal data are

not adequately documented.
Inspected the controls related to Retention periods and references
access management and data to applicable legal or regulatory

requirements are unclear or
missing, and retention times are
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Control ID

Control Description

Testing Procedures

Testing Results

retention and noted that those
controls are implemented.

not consistently defined across
data types.

Management response:

Management acknowledges the
finding. While customer data
retention requirements are defined
in the Information Security Policy,
Aibidia recognizes that internal
data retention requirements,
including employee data, should
be documented more clearly.
Aibidia will review and update its
internal data retention
documentation to define retention
periods for relevant internal
categories data and reference
applicable legal, regulatory, and
business requirements. The
updated retention guidance will be
approved and communicated to
relevant process owners by Q4
2026.

A.5.34 Aibidia shall identify and meet the | Inspected Aibidia terms of service No exceptions noted.
requirements regarding the documentation and noted that it
preservation of privacy and includes the requirements regarding
protection of PIl according to
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Control ID

Control Description

applicable laws and regulations
and contractual requirements.

Testing Procedures

data protection and processing of
personal data.

Inspected Aibidia’s documentation of
applicable laws and regulations and
noted that it states the relevant
regulatory authorities contact
information.

Inspected Aibidia Information
security policy and noted that it
states instructions to follow in
regards to accessing and processing
personal information.

Testing Results

A.5.35

Aibidia’s approach to managing
information security and its
implementation including people,
processes and technologies shall
be inspected independently at
planned intervals, or when
significant changes occur.

Inspected a sample of penetration
testing and external audit reports.

No exceptions noted.

A.5.36

Compliance with Aibidia’s
information security policy, topic-
specific policies, rules and
standards shall be regularly
inspected.

Inquired of management regarding
the internal process for identifying
non-compliance and noted that
instances of non-compliance are
identified through internal and
external audits.

No exceptions noted.
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Control ID

Control Description

Testing Procedures

Inspected a sample of audit reports
and noted that compliance is
regularly inspected

Testing Results

A.5.37

Operating procedures for
information processing facilities
shall be documented and made
available to personnel who need
them.

Inspected that the operating
procedures are documented and
made available to all employees as
part of the ISMS documentation.

Inspected that the guidelines for
secure software development and
operation are in place.

No exceptions noted.

A.6.1

Background verification checks on
all candidates to become
personnel shall be carried out prior
to joining Aibidia and on an
ongoing basis taking into
consideration applicable laws,
regulations and ethics and be
proportional to the business
requirements, the classification of
the information to be accessed
and the perceived risks.

Inquired the management regarding
background verification.

Inspected a sample of of new
employee records and noted that
Aibidia performs reference and
background checks.

No exceptions noted.

A.6.2

The employment contractual
agreements shall state the
personnel’s and Aibidia’s

Inspected a sample of contractual
agreements with new employees to
determine that the contracts

No exceptions noted.
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Control ID

Control Description

Testing Procedures

Testing Results

responsibilities for information
security.

included personnels responsibilities
regarding information security.

A.6.3

Personnel of Aibidia and relevant
interested parties shall receive
appropriate information security
awareness, education and training
and regular updates of Aibidia's
information security policy, topic-
specific policies and procedures,
as relevant for their job function.

Inspected the annual security
training records and noted that the
trainings are held annually and
participation is tracked and followed

up.

No exceptions noted.

A.6.4

A disciplinary process shall be
formalized and communicated to
take actions against personnel and
other relevant interested parties
who have committed an
information security policy
violation.

Inspected the disciplinary policy
document.

Inquired the management and were
informed that there were no cases
during the attestation period where
the disciplinary process had to be
invoked.

No exceptions in design and
implementation noted.

Auditors did not perform the test of
operating effectiveness as there
were no occurrences of control
operation during the attestation
period.

A.6.5

Information security
responsibilities and duties that
remain valid after termination or
change of employment shall be
defined, enforced and
communicated to relevant
personnel and other interested
parties.

Inquired of the Aibidia personnel and
noted that distributed responsibility
approach for offboarding is adopted.

Inspected that the dedicated channel
is established to communicate such
changes and the offboarding
checklist is maintained which was

Noted that for one contractor and
one additional employee, email
confirmations of the last working
day were inspected, however,
evidence was not available to
confirm that post-termination
information security
responsibilities had been
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Testing Procedures

Testing Results

inspected to confirm notifications to
relevant personnel.

Termination templates were
reviewed, confirming that
confidentiality, intellectual property,
and non-solicitation obligations
remain in effect after employment
ends.

communicated to the contractor
and employee.

Management response:

Management acknowledges the
finding. Aibidia has confidentiality
and information security
obligations that continue after
employment or contractor
engagement ends; however,
evidence was not available to
confirm that these post-termination
responsibilities had been
separately communicated in the
sampled cases. Aibidia will update
the checklist to offboarding include
a mandatory step confirming
communication of continuing
information security,
confidentiality, protection Evidence
and of data responsibilities. this
communication will be retained in
the offboarding record going
forward. The checklist update was
completed in Q2 2026.

A.6.6 Confidentiality or non-disclosure Inspected that the confidentiality No exceptions noted.
agreements reflecting Aibidia’s agreement is a standard clause
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needs for the protection of
information shall be identified,
documented, regularly inspected
and signed by personnel and other
relevant interested parties.

Testing Procedures

included in the Aibidia's contractual
agreements.

Testing Results

A.6.7

Security measures shall be
implemented when personnel are
working remotely to protect
information accessed, processed
or stored outside Aibidia’s
premises.

Inspected employee handbook
which outlined employee
responsibilities for remote working
and providing guidance for secure
working practices.

No exceptions noted.

A.6.8

Aibidia shall provide a mechanism
for personnel to report observed or
suspected information security
events through appropriate
channels in a timely manner.

Inspected the information security
policy and noted that contains the
guidelines and obligations for
reporting of security events.

No exceptions noted.

A.71

Security perimeters shall be
defined and used to protect areas
that contain information and other
associated assets.

Observed the office premises and
inspected the plans of the office
premises to determine that the
security perimeter is defined to
protect the working areas.

No exceptions noted.

A.7.2

Secure areas shall be protected by
appropriate entry controls and
access points.

Observed the office premises and
inspected the plans of the office
premises to identify main and
emergency exits. The key register
was inspected to verify tracking of
physical access credentials.

Noted during audit interview that
one new employee’s name and
corresponding key were not
included in the key register.
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Testing Procedures

Testing Results

Additionally noted that there is no
periodic review performed to
validate the completeness and
accuracy of the key register.

Management response:

Management acknowledges the
finding. The missing key register
entry was a documentation gap
identified shortly after the
employee had joined. Aibidia will
update the key register to include
the missing entry and will reinforce
the process so that physical key
issuance is documented before or
at the time of issuance. In addition,
Aibidia will introduce a periodic
review of the key register, at least
annually, to validate its
completeness and accuracy
against current key holders. These
actions will completed by Q3 2026.

A.73 Physical security for offices, rooms | Observed the office premises and No exceptions noted.
and facilities shall be designed and | inspected the plans of the office to
implemented. determine that security measures for
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Testing Procedures

the office areas are designed and
implemented.

Testing Results

A.7.4

Premises shall be continuously
monitored for unauthorized
physical access.

Observed the office premises
surveillance and alarm equipment
and noted that the premises are
monitored.

No exceptions noted.

A.7.5

Protection against physical and
environmental threats, such as
natural disasters and other
intentional or unintentional
physical threats to infrastructure
shall be designed and
implemented.

Observed the office premises and
business continuity plans and note
that physical and environmental
threats are managed.

No exceptions noted.

A.7.6

Security measures for working in
secure areas shall be designed
and implemented.

Inspected that the instructions for
handling classified information are
defined including the secure working
practices.

No exceptions noted.

A.7.7

Clear desk rules for papers and
removable storage media and
clear screen rules for information
processing facilities shall be
defined and appropriately
enforced.

Inspected the Employee Information
Security Policy to determine that the
clear desk policy is in place.

Observed the office premises and
noted that the policy is followed.

No exceptions noted.

A.7.8

Equipment shall be sited securely
and protected.

Observed the office premises and
noted that the equipment is
protected.

No exceptions noted.
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A.7.9

Control Description

Off-site assets shall be protected.

Testing Procedures

Inquired the management and
inspected the information security
policy and noted that all the standard
information security measures and
policies apply in remote settings.

Testing Results

No exceptions noted.

A.7.10

Storage media shall be managed
through their life cycle of
acquisition, use, transportation and
disposal in accordance with
Aibidia’s classification scheme and
handling requirements.

Inspected the acceptable use policy
and noted that storage media usage
is managed.

Inspected the contractual agreement
to determine that the disposal of
media is implemented employing an
external contractor.

No exceptions noted.

A.711

Information processing facilities
shall be protected from power
failures and other disruptions
caused by failures in supporting
utilities.

Observed the UPS power backup
equipment in the premises.

No exceptions noted.

A.7.12

Cables carrying power, data or
supporting information services
shall be protected from
interception, interference or
damage.

Observed the office premises to
determine that the cables are
adequately protected.

No exceptions noted.

A.713

Equipment shall be maintained
correctly to ensure availability,
integrity and confidentiality of
information.

Observed the office premises to
determine that equipment are
protected and maintained. Inspected
applicable security related policies

No exceptions noted.
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and noted that security guidelines
are in place.

A.7.14

Items of equipment containing
storage media shall be verified to
ensure that any sensitive data and
licensed software has been
removed or securely overwritten
prior to disposal or re-use.

Inspected the information security
policy and noted that process and
methods of secure disposal are in
place.

No exceptions noted.

A.8.1

Information stored on, processed
by or accessible via user end point
devices shall be protected.

Inspected that mobile devices
security measures are defined in the
Information Security Policy for
Employees, including AUP.

Inspected that secure configurations
are enabled on end point employee
devices by the subcontractor
maintaining the device. It was tested
with a sample of devices that
employee devices are encrypted.

Noted that 20 mobile phones were
not compliant in Intune. Inquired if
these can still access Aibidia's
services and were informed that
this is possible.

Management response:

Management acknowledges the
finding. Aibidia will review endpoint
compliance controls to ensure that
access to Aibidia services is
restricted appropriately or risk-
assessed when devices are not
compliant with defined security
requirements. Aibidia will assess
the technical options for enforcing
conditional access based on
device compliance status and will
document any exceptions with risk
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acceptance where temporary
access is required. The
remediation plan and required
configuration updates will be
completed by Q4 2026.

A.8.2

The allocation and use of
privileged access rights shall be
restricted and managed.

Inspected a list of users with
privileged access rights and access
rights policy and noted that
privileged access rights are
restricted to the specified authorized
personnel.

No exceptions noted.

A.8.3

Access to information and other
associated assets shall be
restricted in accordance with the
established topic-specific policy on
access control.

Inspected the access rights policy
and noted that access restrictions
are defined.

Auditors inspected the cloud
infrastructure to determine that the
environments are segregated by
subscription.

No exceptions noted.

A.8.4

Read and write access to source
code, development tools and
software libraries shall be
appropriately managed.

Inspected Aibidia’s version control
and development system
configurations and noted that read
and write accesses are restricted
through Entra ID.

No exceptions noted.

A.8.5

Secure authentication
technologies and procedures shall
be implemented based on

Inspected the access rights policy
and Entra ID configurations and
noted that secure authentication

No exceptions noted.
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information access restrictions and
the topic-specific policy on access
control.

Testing Procedures

including credentials, password and
MFA is required to access
information.

Testing Results

A.8.6

The use of resources shall be
monitored and adjusted in line with
current and expected capacity
requirements.

Inquired about capacity monitoring
and planning for changes and were
informed that Microsoft Azure
dashboard is used for capacity
monitoring database pool,
production resources compute,
storage capacity.

Inspected Aibidia's monitoring
dashboard and alerts.

No exceptions noted.

A.8.7

Protection against malware shall
be implemented and supported by
appropriate user awareness.

Inspected the AV tool dashboard
and relevant guidelines including
employee’s awareness training.

No exceptions noted.

A.8.8

Information about technical
vulnerabilities of information
systems in use shall be obtained,
Aibidia’s exposure to such
vulnerabilities shall be evaluated
and appropriate measures shall be
taken.

Inspected a sample of vulnerability
scanning reports.

Inspected that identified
vulnerabilities are reported to the
dedicated communications channel
for further analysis by the
responsible personnel.

No exceptions noted.

A.8.9

Configurations, including security
configurations, of hardware,
software, services and networks

Inspected that Aibidia maintains
guidelines for secure configurations
and deploys configuration templates

No exceptions noted.
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shall be established, documented,
implemented, monitored and
inspected.

Testing Procedures

for secure infrastructure
configurations.

Testing Results

A.8.10

Information stored in information
systems, devices or in any other
storage media shall be deleted
when no longer required.

Inspected that the policies are
defined for information retention and
deletion.

No exceptions noted.

A.8.11

Data masking shall be used in
accordance with Aibidia’s topic-
specific policy on access control
and other related topic-specific
policies, and business
requirements, taking applicable
legislation into consideration.

Inspected Aibidia's documentation
related to data masking. Data
masking is used for all production-
derived data. Strict requirements
need to be met before the data can
be masked. Synthetic data or demo-
dataset are preferred to be used
instead of masked data.

No exceptions noted.

A.8.12

Data leakage prevention measures
shall be applied to systems,
networks and any other devices
that process, store or transmit
sensitive information.

Inspected Aibidia's documentation
related to Data leakage prevention.
Documentation describes that DLP
is used across the systems and is
monitored. Inquired how the
monitoring is handled and were
informed that all DLP-based alerts
are sent to dedicated inbox.

No exceptions noted.

A.8.13

Backup copies of information,
software and systems shall be
maintained and regularly tested in

Inspected the organization's cloud
service infrastructure to determine
that the backups are enabled and

available for the cloud environments.

No exceptions noted.
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accordance with the agreed topic-
specific policy on backup.

Testing Procedures

Inquired if there has been any case
where backup had to be restored
during the audit period and were
informed that backups have been
restored once. Inspected the
restoration ticket.

Testing Results

A.8.14

Information processing facilities
shall be implemented with
redundancy sufficient to meet
availability requirements.

Inspected that capacity and
availability are monitored and
managed utilizing cloud service
provider capabilities.

Inspected that geo-redundancy
settings are enabled.

No exceptions noted.

A.8.15

Logs that record activities,
exceptions, faults and other
relevant events shall be produced,
stored, protected and analysed.

Inspected Azure configurations to
determine that the cloud
environment logs are stored to the
dedicated write-only cloud platform
database.

No exceptions noted.

A.8.16

Networks, systems and
applications shall be monitored for
anomalous behaviour and
appropriate actions taken to
evaluate potential information
security incidents.

Inquired about the process of
monitoring anomalous behaviour of
networks, systems and applications
and were informed that Azure
sentinel monitors the behaviour.
There is an automation rule
configured, which gets triggered by
all incidents. The security team will

No exceptions noted.
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Testing Procedures

then get alerts whenever there is an
incident.

Inquired about the database logs
and were informed that database
logs are records of events, changes,
and operations that occur within the
database system. These logs are
not analysed by sentinel.

Testing Results

A.8.17

The clocks of information
processing systems used by
Aibidia shall be synchronized to
approved time sources.

Inquired if virtual machines sync
from the same NTP server and were
informed that time is synced from
Microsoft's time server. Observed
the baseline configurations for virtual
machines.

No exceptions noted.

A.8.18

The use of utility programs that
can be capable of overriding
system and application controls
shall be restricted and tightly
controlled.

Inquired of Aibidia personnel and
noted that privileged utility programs
are not in use on the organization's
infrastructure. Inspected the
information asset list to confirm this.

No exceptions noted.

A.8.19

Procedures and measures shall be
implemented to securely manage
software installation on operational
systems.

Inspected that the Aibidia Employee
Security Policy includes instructions
on software programs installations
and based on the policy installation
of software is restricted to the
whitelisted applications.

No exceptions noted.

© 2026 KPMG Oy Ab, a Finnish limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by

guarantee. All rights reserved.

76



Docusign Envelope ID: 31DA493E-2278-82FE-83A8-24C0231FB124

KPMG'

Control ID Control Description Testing Procedures Testing Results

A.8.20 Networks and network devices Inspected various Azure network No exceptions noted.
shall be secured, managed and configurations for network protection
controlled to protect information in | and VPN usage.

systems and applications.

A.8.21 Security mechanisms, service Inspected various Azure network No exceptions noted.
levels and service requirements of | configurations for network protection
network services shall be and VPN usage.
identified, implemented and
monitored.
A.8.22 Groups of information services, Inspected various Azure subscription | No exceptions noted.
users and information systems configurations for network protection
shall be segregated in Aibidia’s and VPN usage.
networks.
A.8.23 Access to external websites shall Inspected web browsing restriction No exceptions noted.
be managed to reduce exposure to | configurations and acceptable use
malicious content. policy and noted that access to
external websites is limited.
A.8.24 Rules for the effective use of Inspected Aibidia's policies related to | Noted that 20 mobile phones in
cryptography, including encryption to determine how active use in Intune were not
cryptographic key management, services and traffic are secured. All compliant.

shall be defined and implemented. | traffic is encrypted using minimum
TLS 1.2 encryption. Databases are Management response:
encrypted using cloud providers
services. Management acknowledges the
finding. Aibidia will review device
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Testing Procedures

Testing Results

Observed that devices managed in
Intune. Encryption is managed
through these policies for user
devices.

encryption cryptographic and

control requirements as part of the

endpoint compliance remediation.

Devices that do not meet required

encryption or compliance
standards will be remediated,

blocked from access, or subject to

formally documented exception
handling and risk acceptance.
Aibidia will complete the review
and implement required
improvements by Q4 2026.

A.8.25 Rules for the secure development
of software and systems shall be
established and applied.

Inspected that the secure process
for software development is defined
and communicated to the personnel
as part of ISMS documentation.

No exceptions noted.

A.8.26 Information security requirements
shall be identified, specified and
approved when developing or
acquiring applications.

Inspected that the secure process
for software development is defined
and communicated to the personnel
as part of ISMS documentation.

Inspected internal guidelines for
secure application development and
configuration.

No exceptions noted.
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A.8.27

Control Description

Principles for engineering secure
systems shall be established,
documented, maintained and
applied to any information system
development activities.

Testing Procedures

Inspected the secure software
development process and quality
assurance process to determine that
secure system engineering
principles are established and
observed.

Testing Results

No exceptions noted.

A.8.28

Secure coding principles shall be
applied to software development.

Inspected the secure software
development process and quality
assurance process to determine that
secure system engineering
principles are established and
observed.

No exceptions noted.

A.8.29

Security testing processes shall be
defined and implemented in the
development life cycle.

Inspected a sample of changes
within the attestation period that
changes are tested in accordance
with the change management
process.

Inspected a sample of changes
implemented within the attestation
period that the security testing of
changes is performed, and regular
scanning is enabled.

Additionally, inspected that the
annual penetration testing was
performed.

No exceptions noted.
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Testing Procedures

Testing Results

A.8.30

Aibidia shall direct, monitor and
inspect the activities related to
outsourced system development.

Inspected various development
policies and guidelines and noted
that outsourced development is
monitored properly.

No exceptions noted.

A.8.31

Development, testing and
production environments shall be
separated and secured.

Inspected the Azure subscription
configurations and noted that system
environments are properly
separated.

No exceptions noted.

A.8.32

Changes to information processing
facilities and information systems
shall be subject to change
management procedures.

Inspected that Aibidia has a defined
change management workflow, and
all changes undergo review and are
subject to approval by the
management.

For a sample of changes inspected
that the changes followed the
controlled change management
procedure, including the appropriate
approvals.

During testing it was noted that
one pull request out of 25 had
been created, approved and
merged by one person.

Management response:

Management acknowledges the
finding. One pull request was
created, approved, and merged by
the same individual, which was not
aligned with the intended
segregation of duties in the
change management process.
Aibidia will reinforce pull request
approval rules to ensure that
production impacting changes
require independent review and
approval before merge. Where
emergency or exceptional
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Testing Procedures

Testing Results

changes are required, Aibidia will
require documented justification
and retrospective review. The
configuration and process
reinforcement will be completed by
Q3 2026.
A.8.33 Test information shall be Inspected the policies regarding test | No exceptions noted.
appropriately selected, protected data and data masking.
and managed.
Inquired regarding protection of test
data and noted that all testing
environments, including the user
acceptance testing environment, are
segregated from the production and
development environments. Data
used in tests is either synthetic data,
generated data-set or anonymized
data.
A.8.34 Audit tests and other assurance Inquired of the Aibidia personnel and | No exceptions noted.
activities involving assessment of | noted that the annual penetration
operational systems shall be testing by an external party is
planned and agreed between the performed.
tester and appropriate
management. Inspected the penetration testing
report for the testing performed to
determine that the testing was
planned and performed accordingly.
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Testing Procedures

Testing Results

Inspected the internal Slack channel
discussion related to penetration
testing preparations.

CC1.21

The board of directors
demonstrates independence from
management and exercises
oversight of the development and
performance of internal control.

Inspected composition and
competences of the members of the
Board of Directors to determine that
they demonstrate sufficient
independence from the Executive
Team and competence adequate to
oversee the development and
performance of the system of
internal control.

No exceptions noted.

CC1.41

Aibdia shall determine and provide
the resources needed for the
establishment, implementation,
maintenance and continual
improvement of the information
security management system.

Inspected that Aibidia has
established a dedicated information
security management team to
enable, maintain and improve the
system of internal control for
information security.

No exceptions noted.

CcC2.21

Aibidia internally communicates
information, including objectives
and responsibilities for internal
control, necessary to support the
functioning of internal control.

Inquired of the Aibidia personnel and
inspected the ISMS documentation.

Noted that internal control
objectives, responsibilities, and
information security requirements
are defined and communicated to
employees through policies,
onboarding processes, training, and

No exceptions noted.
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Testing Procedures

internal communication channels
(e.g., Slack, email).

Inspected that the ISMS security
objectives roadmap is defined and
communicated to the responsible
personnel.

Testing Results

CC2.3.1

Aibidia determines the need for
internal and external
communications relevant to the
information security management
system, including what, when, with
whom, and who shall
communicate and the processes
for communication.

Inspected that Aibidia has
established a structured approach
for managing internal and external
communications relevant to
information security.

No exceptions noted.

CC3.1.3

Aibidia clearly defines its service
commitments and system
requirements.

Inspected that Aibidia has
established a system of internal
control with defined service
commitments and system
requirements related to information
security.

No exceptions noted.

CC3.21

Aibidia shall perform information
security risk assessments at
planned intervals or when
significant changes are proposed
or occur. Aibidia shall retain
documented information of the

Inspected that Aibidia performs
annual risk assessment covering the
whole organization.

Inspected the risk register to
determine that the results of the risk

No exceptions noted.
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results of the information security
risk assessments.

Testing Procedures

assessment performed within the
attestation period are documented.

Inspected ISMT meeting minutes.
Noted that risk assessment topics
were discussed, indicating ongoing
monitoring and reassessment.

Testing Results

CC3.2.2

Aibidia shall implement the
information security risk treatment
plan. Aibidia shall retain
documented information of the
results of the information security
risk treatment.

Inspected that Aibidia has defined
and documented risk treatment
plans for identified and ongoing
risks.

No exceptions noted.

CC3.441

Aibidia complies with applicable
accounting standards. Financial
reporting objectives are consistent
with accounting principles suitable
and available for Aibidia. The
accounting principles selected are
appropriate in the circumstances.

Inspected that Aibidia employs an
external contractor to perform
financial reporting and accounting
functions.

Inspected the latest financial audit
report to determine that compliance
with the accounting standards has
been evaluated within the attestation
period.

No exceptions noted.

CC4.11

Aibidia shall evaluate the
information security performance
and the effectiveness of the

Inspected that Aibidia evaluates the
performance of its system of internal
control based on the results of

No exceptions noted.
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KPMG'

Control ID

Control Description

information security management
system.

Testing Procedures

internal and independent external
audit.

Additionally, an annual independent
security testing is performed to
identify potential deficiencies in
technological controls.

Testing Results

CC4.21

When a nonconformity occurs, the
organization shall react to the
nonconformity, and as applicable
take action to control and correct
it.

Inspected that nonconformities from
internal and external audits are
analysed, documented, and
corrective action plans are
developed.

Additionally, inspected that Aibidia
implemented corrective actions for
the nonconformities identified in
previous audits.

No exceptions noted.

CC5.1.1

Aibidia shall plan, implement and
control the processes needed to

meet requirements and address

identified risks.

Inspected that Aibidia designed and
implemented processes to maintain
the system of internal control with
consideration for relevant risks
identified in the risk assessment
process.

No exceptions noted.

CC9.1.1

Aibidia identifies, selects, and
develops risk mitigation activities
for risks arising from potential
business disruptions.

Inspected that annual risk review is
part of the ISMS Yearly Cycle.

No exceptions noted.
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Control ID

Control Description

Testing Procedures

It was inspected that the latest
review was performed within the
attestation period and that the risk
inventory is in place and up to date.

Testing Results

CC9.1.2

Aibidia considers the use of
insurance to offset the financial
impact of business disruptions.

Inspected that Aibidia maintained an
active insurance for business
disruptions, including security-
related events, throughout the
attestation period.

No exceptions noted.
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